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Abstract: - The current evolution of Artificial Intelligence (Al) is fueled by the massive data sources generated by
the Internet of Things (IoT), social media, and a diverse range of mobile and web applications. Machine learning
(ML) and deep learning become the key to analyzing these data intelligently and developing complementary
intelligent data-driven services in the healthcare sector. The world witnessed many Al-enabled tools that
contributed to fighting against the COVID-19 pandemic and accelerated with unprecedented accuracy the
development and the deployment of many countermeasures. The main objective of this study is to provide a
comprehensive survey on the role of Al and ML methods in the healthcare sector. The study offers cases on how
AI/ML can arm the world against future pandemics. Specifically, the study presents all available datasets, the
main research problems related to COVID-19, and the solutions that Al and ML technologies offer. Finally, based
on the analysis of the current literature, the limitations and open research challenges are highlighted. Our findings
show that Al and ML technologies can play an essential role in COVID-19 forecasting, prediction, diagnosis, and
analysis. In comparison, most of the previous works did not deploy a comprehensive framework that integrates
the ML and DL with network security. This work emphasizes the mandate of including network security in all
COVID-19 applications and providing complete and secure healthcare services.
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1 Introduction gathering restrictions, school and airport closures,
The first appearance of COVID-19 was in Wuhan and more, [4], [5]. ' .

City in China at the end of December 2019. Until now, a new generation of COVID-19 virus
COVID-19 was declared by the World Health appears with no specific medications that can deal
Organization (WHO) to be widespread worldwide with it precisely. Some of these medications have
in March 2020, [1]. COVID-19 exponentially been confirmed by the World Health Organization
spread worldwide and exceedingly influenced the (WHO), [6], more efforts are still needed to provide
healthcare framework in many countries, increasing a reliable solution to the COVID-19 Methods. An
the confirmed positive cases and death rate, [2], [3]. orderable solution is requlreq to estimate future
Several countries started to force restrictions on the cases, analyze the effect of different features that
citizens to overcome the pandemic and stop the help increase/decrease the spreading, and help

virus from spreading, such as lockdown and
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develop a medical treatment to slow down the
spreading.

Recently, researchers started to utilize Artificial
Intelligence (AI) and Machine Learning (ML)
algorithms to diagnose COVID-19 and investigate
the effect of various health policies on COVID-19
spreading, [7], [8], [9]- The raw historical data for
COVID-19 can be classified into three main groups:
textual information, speech data, and image data.
These data are used widely to diagnose COVID-19,
predict its spreading, vaccine discovery, sentiment
analysis of false news about COVID-19, etc. Al
provides many methods that can help diagnose,
trace, and forecast the spread of the COVID-19
virus based on these data types.

This paper focuses on analyzing how Al and ML
technologies can be employed to provide solutions
and assist in developing public health policies to
mitigate the war on the COVID-19 pandemic from
different perspectives. Studying the COVID-19
pandemic and utilizing Al and ML methods with
the available datasets can bring forth numerous
benefits: 1) Early Detection and Diagnosis. 2) Drug
Discovery and Vaccine Development. 3)
Optimizing Healthcare Resources. 4) Improving
Public Health Policies. And 5) Continuous Learning
and Improvement.

There are other survey and review papers on the
same topic; we analyzed them and differentiated
them from our article. This paper provides a
taxonomy to identify four COVID-19 main research
problems to which ML algorithms and methods are
applied. Based on this taxonomy, we present a
review of the related published papers. Then, we
offer the limitations and challenges that impact this
research area. Finally, we give some suggestions for
improving the performance of using ML methods in
the COVID-19 application management.

The main contributions of this paper can be
summarized as follows:

e First, we overview the COVID-19
pandemic and the available datasets. The
dataset is divided into three main categories:
Images, Sound, and Textual dataset.

e Then, we listed the main research problems
of the COVID-19 domain where Al and
ML methods can be applied.

e A summary of the state-of-the-art works
that utilize ML methods to solve the
COVID-19 pandemic is given.

e Finally, we explore the services and
solutions that Al and ML technologies offer.
Along with the challenges and limitations
in the same domain.
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2 Related Survey Papers

A few research survey papers have been published
that discussed the application of ML methods in
COVID-19 applications. In this section, we
summarized the recent works and differentiate them
from our paper in three different aspects: 1) the
COVID-19 applications that have been used on the
ML methods, 2) the COVID-19 datasets used for a
published reviewed paper that has been reviewed in
the survey paper and 3) determine whether the
authors highlight the type of COVID-19 features
used for the task of modeling and forecasting in the
published papers as shown in Table 1.

The authors in [10], surveyed the role of Al and
ML in fighting against the COVID-19 pandemic.
The authors discussed five main applications for the
COVID-10 area and analyzed primary datasets in
the same place. However, the effect of health
policies and features for each work has not been
studied. [11], reviewed the research papers that
have been published in Science Direct, Springer,
Hindawi, and MDPI in the area of COVID-19 and
ML methods. The authors highlighted the findings
of each work. In [12], the authors identified the role
of different technologies in tackling COVID-19.
Other authors reviewed Pubmed, Scopus, and
Google databases for the research that applied Al
technology to COVID-19. They suggested that Al
techniques can predict the number of positive cases,
[13]. In some COVID-19 applications, no related
papers were surveyed on that domain. [14], studied
some papers applying Al and ML to predict
COVID-19 spread. [15], presented a review of the
research papers that applied ML to one application
of COVID-19, indicating the number of confirmed
cases. [16], overviewed published articles that used
ML and DL mechanisms for COVID-19 diagnosis.
A similar overview is performed, [17].

The current study stands out from the available
literature in several ways. Firstly, unlike existing
papers, it introduces a taxonomy for systematically
reviewing research papers concerning COVID-19
applications, datasets, and features utilized in
machine learning (ML) mechanisms for modeling
COVID-19 data. While prior literature may touch
upon one or more of these aspects, none
comprehensively categorize and review papers
based on all three dimensions. Moreover, this study
conducts a literature search specifically targeting
relevant studies published in 2020 and 2021, using
key terms such as Machine learning, Deep learning,
Artificial Intelligence, COVID-19, dataset, and
forecasting, and diagnosis. By focusing on recent
research, it ensures relevance and timeliness in its
review. Furthermore, the study goes beyond mere
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categorization by applying different ML and DL
algorithms and methods to COVID-19 management
across various domain applications. It meticulously
classifies these works based on application types,
providing detailed descriptions of the datasets used
for modeling. Additionally, the study analyzes the
performance results of these papers, emphasizing
the importance of dataset features in influencing
ML efficacy. By synthesizing insights from
application types, datasets, and ML methods, the
study aims to offer recommendations and
suggestions for health sector officials to devise
effective strategies in combatting the pandemic.
This holistic approach distinguishes the current
study as a valuable contribution to the field of
COVID-19 research and ML applications.

Table 1. Related Survey Papers

COVID-19 Research Area | COVID-19
Datasets

COVID-19
Modelling

Survey
Paper

Features
[10] Diagnosis and Identification, 4 -
Forecasting the  spread,
Association between
COVID-19 infection and
patient characteristics,
Treatment development,
Supporting applications

Diagnosis and Identification

[12] Diagnosis and Identification,
Forecasting the spread

Early detection and
diagnosis of the infection,
Monitoring the treatment,
Contact tracing, Projection
of cases and mortality,
Development of drugs and
vaccines, Reducing the
workload of healthcare
workers, Prevention of the
disease

Outbreak prediction, Virus
spreading, Diagnosis and
treatment, vaccine discovery

Forecasting the spread

Diagnosis and Identification

<5

1

1

] Forecasting the spread

] Diagnosis and Identification,
virology and pathogenesis,
drug and vaccine
development,  Forecasting
the spread

[19] Diagnosis and Identification,
COVID-19 emotional and
sentiment  analysis  from
social media,
knowledge-based discovery
and semantic analysis from
the collection of scholarly
articles covering COVID-19,
Forecasting the spread
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3 COVID-19 Pandemic

3.1 Taxonomy of COVID-19 Research

Problems of This Research Paper
The COVID-19 pandemic put the world and public
health in a severe and critical challenge. As positive
cases increased exponentially, the COVID-19
pandemic changed human life worldwide and
influenced the economy and citizens’ social life. A
reliable estimation of the number of instances and
feasible strategies to control the pandemic is
urgently needed to provide a potential solution for
the outbreak. Al and ML have been applied recently
in many application areas of COVID-19 to help
make informed decisions by policymakers to
control the pandemic. The research investigation in
this domain can be done under three primary
methodologies as shown in Figure 1.

Tackling any research problem employing
machine learning methodologies follows a
systematic approach. Firstly, researchers delineate
clear research questions pertinent to the domain,
aligning with the objectives of understanding,
diagnosing, treating, or preventing the spread of
COVID-19. Next, they meticulously gather relevant
datasets encompassing images, sound recordings,
textual information, or other pertinent sources.
Subsequently, employing sophisticated analytical
techniques, researchers dissect the data, identifying
patterns, trends, and correlations crucial for
addressing the research questions at hand. Through
feature extraction, key insights are distilled, laying
the groundwork for the subsequent modeling phase.
Finally, employing machine learning algorithms,
these insights are encapsulated into robust models
capable of providing predictive, diagnostic, or
prescriptive solutions, thereby contributing to the
ongoing efforts to combat the COVID-19 pandemic
effectively.
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3.2 COVID-19 Datasets

No country worldwide succeeded in providing
reliable data about COVID-19 information. Most of
the numerous deaths and people with COVID-19
are left unreported. Thus, the lack of accurate data
has become a severe problem in the COVID-19
domain research. The research in this area integrates
the data provided from different resources to create
a valuable dataset that can be used by ML and DL
methods to be applied in the COVID-19 domain
system. In general, three types of COVID-19
datasets are collected from various resources:
images, speech, and text.

Images Dataset

The image dataset comes in three forms: CT scan,
X-ray, and Ultrasound, collected by the screening
tools and devices for the patient with COVID-19.
Most medical images need to be pre-processed
before using them in the modeling process. This
involves two main steps: segmentation and
augmentation. The segmentation process highlights
the infected area (the region of interest) to
differentiate it from the other normal areas. The
augmentation filters the image and transforms it
into another format to increase the size of the
dataset, [20].

The most common way to diagnose patients with
respiratory diseases is by taking a medical image of
the chest. In the case of COVID-19 infection, the
chest area will appear to have a tissue or fluid that
prevents gas exchange or the appearance of a
shadow area in the X-ray image, [21]. Using this
type of dataset can help perform the classification
task on the patient's medical image to determine if
he is infected with COVID-19 or not, or to evaluate
the progress and changes during his infection time.
Examples of the medical images dataset which is
available online are a CT-scan dataset with 125
CT-chest images, [22], an X-ray dataset with 13,800
images for 13,000 patients collected from several
online repositories, [23] and an Ultrasound dataset
with 64 videos, [24].

Speech Dataset

This type of dataset is the least available online due
to the lack of collected data, with a significant
challenge in managing it. This dataset type comes in
three forms: 1) the patient’s cough sound, 2) the
patient's breathing sound, and 3) the patient’s voice.
These data can be used to classify if the patient is
infected with COVID-19 or not, determine his
health status, and trace the patient’s medical
progress, [25]. An online example of the sound
dataset is Coswara, which contains a collection of
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recordings of breath and deep coughs of the patients
with more information about the health status and
some geographical information for each one, [26].
Another example of the online sound dataset for
COVID-19 is SACRO, developed from South
Africa through smartphones, [27]. Several studies
showed that a sound dataset helps diagnose and
identify the COVID-19 virus, [28], [29], [30]. A
unique number of features can be extracted from the
sound dataset. These features do not overlap with
the other respiratory infection features. Thus, it can
train complex ML models for accurate diagnosis
and prediction. The WHO reported that coughing is
a symptom for the COVID-19 patient and is
considered the primary reason for spreading the
virus, [31].

Textual Dataset

The textual datasets collected during the pandemic
and found in the literature can be categorized into
different groups. 1) Data about the patients and their
symptoms (statistical data), 2) data about several
reported cases which comes in a time-series format,
3) mobility data related to the transmission of the
citizens, 4) policy data related to the government
policies and rules that have been issued during the
pandemic, and 5) data from the social media which
reflect the semantic of the humans. The most
popular textual dataset reported the number of
people with COVID-19, the number of deaths, the
number of recovered, the positive rate, etc. Almost
every country worldwide has developed a statistical
dataset to report these numbers. For example, John
Hopkins University developed a real-time dataset to
aggregate data about COVID-19 for the researcher
for analyzing and modelling. The dataset is
available online and can be accessed by anyone,
[32]. Research in [33], investigated the effect of
human mobility in China on the spatial distribution
of COVID-19 using the mobility data. Another
dataset developed by Oxford University contains
data from various countries about the rules and
restrictions that the government has applied to
control the virus spreading, [34]. This data includes
essential features such as travel limitation, social
distancing, face masking, cancellation of public
events, etc., which are necessary to show its
influence on the virus transmission. Another dataset
is developed from a tweet of 2500 participants for
the semantic analysis to understand the emotions
and worries toward the COVID-19 pandemic, [35].
A similar dataset was created from Arabic tweets,
where the authors collected about 2,433,660 tweets
from Arab countries to analyze the public response
and behavior toward the pandemic, [36].
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3.3 The Main Research Problems of
COVID-19

Artificial Intelligence (Al) technology and machine
learning science have been applied in many areas.
The healthcare system is one of the most important
fields where Al technology can provide many
services to enhance its performance. The
COVID-19 pandemic opened horizons for
researchers to apply state-of-the-art technologies to
improve health services and find a solution to stop
the spreading of this pandemic. This section
summarizes the various areas where Al technology
can be applied in fighting against the COVID-19
pandemic.

Diagnosis

The primary diagnosis of patients with COVID-19
methods is 1) molecular diagnostic, which includes
RT-PCR test, and 2) medical images, [37]. The
diagnosis can be performed either in the clinic or
laboratory. These diagnoses result in different kinds
of data such as text, speech, and image that can be
utilized in the Al and ML methods to provide
solutions and services for the healthcare system in
the COVID-19 domain. For example, ML methods
like Convolutional Neural Networks (CNN) can
analyze medical images (CT scan and X-ray) to
extract features and differentiate  between
COVID-19 and other diseases. On the other hand,
the cough sound and the patient's breathing data can
detect the COVID-19 symptoms, [38].

These speech datasets include a unique feature
that confirms whether a patient is infected with
COVID-19 or not. The ML methods with the deep
architecture can model speech datasets and provide
an accurate classification for COVID-19-positive
cases. The use of such techniques is urgent to fast
and automate the diagnosis of the COVID-19 virus.

Treatments

The exponential growth in the number of positive
cases of COVID-19 and deaths put countries around
the world in a critical situation. Clinical and
scientists worldwide have been urged to work hard
to search for a vaccine or drugs with efficient
operations. The traditional way of drug
development is a complex process that may need a
lot of time. This contradicts the virus’s rapid spread,
which requires a solution to curb it. Al technology
and ML methods can speed up drug and vaccine
discovery. Some of the operations where Al and
ML technologies can be applied in drug
development are: representing the relationship
between entities such as pair of genes and the
interactions between molecules, discovering new
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chemical compounds to identify COVID-19,
predicting the best protein that could serve as an
effective vaccine and more.

Forecasting

Since its appearance in 2019, the number of
confirmed cases of COVID-19 has been increasing
exponentially. It reached 290 million in Jan 2022.
Determining the number of future positive cases is
the primary key to planning against the pandemic.
The statistical methods and ML techniques can
analyze the pandemic status and forecast the growth
of the virus spreading. Some of the exciting
measurements indicated in the COVID-19 domain
include the total number of people with COVID-19,
the infection rate, and the number of confirmed
deaths. This data can help provide a general insight
about the quality of the healthcare system in a
specific country and track the infection-spreading
parameters that cause the increase/decreasing of the
transmission.

Tracing
The Al tools and ML techniques could provide
solutions to avoid virus spread by tracking and
screening its transmission. The use of smart devices
such as mobile phones and sensors can accelerate
the development of a monitor system that tracks
patients through Al applications, [39], [40]. A large
amount of data can be aggregated from these
devices. These data can be modeled by ML methods
and algorithms and classified into different
categories such as mild, urgent, etc. A
decision-making process can be adopted to help
decide whether the patient needs intensive care or
respiratory support, etc. The continuous monitoring
of the patients can help reduce the number of
patients visiting the hospital (for mild cases), which
prevents the healthcare system from failing, [41]. A
recent improvement in the Al application for the
COVID-19 domain is the development of medical
chatbots based on ML and Deep Learning (DL)
models, [42], [43], [44]. The chatbots can assist
patients by continuous answering and guiding in
dealing with the disease’s potential problems.
3.4 Types of Features Included in the
Datasets
Many studies have been proposed to analyze the
association and correlation between the spreading of
COVID-19 disease and other features. The
determination of the future severity of the pandemic
depends on the spreading speed relating to a set of
factors that may accelerate the spreading or not.
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In this paper, we classify the features into three
groups) The patient characteristics and health status,
2) the environment and meteorological data, and 3)
the mobility and country policy. Analyzing the
correlation between these features and the risks of
the COVID-19 outbreak may help to point out the
main reason for the virus spreading. In this way, an
effective solution could be provided to the
government authorities to control the outbreak and
minimize the load on the healthcare sector.

Patient Characteristics and Health Status

Several studies investigate the correlation between
human characteristics and the risk of being infected
with COVID-19 or not. This includes many features
such as blood type, age, gender, smoking or not,
obesity, health status and historical diseases, and
more, [45], [46], [47], [48], [49]. For example, the
authors in [46], studied the relation between the
blood type and the risk of COVID-19 infection and
found that the blood type of group A has a higher
risk of getting an infection than another blood type.
A higher risk of disease with the patient age is
found by many researchers based on the analysis of
the association between patient age and the number
of positive cases and mortality, [50], [51]. The
results showed that patients above 75 years old are
at a higher risk of fatality. Other studies analyzed
the correlation between COVID-19 infection rate,
death rate, and patient gender. In [52], a higher
death rate in males than females are reported. Also,
the immune response and the infection rate are
different in males and females due to the biological
differences in features, [53]. COVID-19 is a
respiratory disease, and as smoking is a bad habit
that destroys the lungs and weakens the immune
system, the smoking patient becomes at a higher
risk than the non-smoker patient, [54], [55]. The
same results are conducted for the patient's health
status. It was found that patients with other severe
diseases such as diabetes are at a higher risk of
having a respiratory illness like COVID-19, [56].

Environment and meteorological data

Previous studies have proved that meteorological
information is vital in spreading the COVID-19
virus. This includes addressing the relationship
between the weather conditions and the infection
rate. Previous studies showed a correlation between
temperature and the infection rate, [57], [58]. Other
features that influence the spread of the disease are
population size and the country’s location. It has
been shown by researchers in [59] that the
population size is a crucial transmissibility feature
that causes an increase or decrease in the spreading
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speed of COVID-19. The higher the population size,
the faster spreading of the virus, [57]. Many other
features related to the environmental country
conditions can influence the spreading of the virus,
such as sea level air pollution rate, [60], [61], [62].
In [61], the authors applied a study on 65 different
countries to investigate the effect of many
environmental features (wind speed, sea pressure,
rainfall, etc.) on spreading the virus. The results
showed a strong correlation between environmental
features and virus spreading.

Country Policy and Mobility

In the pandemic policy, the governments play a
vital role in preventing the virus from spreading
quickly by managing the right policy decisions. It
became a challenge for the authorities to balance the
need to control the quarantine and other aspects like
economic and social. Therefore, most countries
force policies and strategies on several levels in
response to the spreading of the COVID-19
pandemic and to tackle the emerging situations,[63].
For example, some countries force travel
restrictions, school closures, lockdowns (complete
or partial), and more. The effect of these features on
controlling the virus spreading will lead the
authorities in the governments to determine the
most effective interventions in containing the
outbreak, [64].

Many organizations have started to record these
data and provide it publicly on the websites such as
the World Health Organization (WHO), [65], the
World Meter Corona Virus Statistics website, [66],
the Centers for Disease Control, and Prevention
(CDCQ), [67] and more.

These data can help model the number of
infected cases (People with COVID-19) based on
their correlation with these features. The analysis of
this kind of work will provide a strategy for the
country to be followed to give a practical solution
that can help control the spreading of the virus. The
authors in [64] applied a regression analysis to
identify the main features that affect the cases
(infected and recovered) of COVID-19 in Europe,
the United States, and China. They found that
government actions such as border closures, full
lockdowns, and a high rate of COVID-19 testing
were not associated with statistically significant
reductions in the number of critical cases or overall
mortality. Another study investigated the effect of
social distancing, border restrictions, quarantine,
and isolation on the local transmission of the
COVID-19 virus in Hong Kong. They found that
viral transmission is reduced when forcing such
policies, [68].
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4 Modelling COVID-19 Pandemic

4.1 Taxonomy of Machine Learning and
Deep Learning in COVID-19 Pandemic
Management

In this section, we summarized the role of the ML

and DL technologies in facing the COVID-19

outbreak. The summary is tabular with a taxonomy

for the recent works that applied ML and DL

methods in COVID-19 management. The taxonomy

divided these works based on the COVID-19
application domain that has been used. It includes
four main sections: 1) Diagnosis and Identification,

2) Treatments Development (Vaccine and Drugs), 3)

Forecasting the Spread, and 4) Patient Tracing.

Table 2 (Appendix) listed the works that applied

ML an DL methods in the Diagnosis and

Identification of COVID-19.

In the Diagnosis section, the ML and DL
methods have been applied to classify the dataset
used (medical images, sound, or textual) for the
disease diagnoses or identify the relationship
between the dataset and COVID-19 symptoms. The
performance of each method is then evaluated based
on statistical measures such as precision, recall,
F-measure, and accuracy that assess the results.
These models and techniques could provide a
solution concerning the decision-making process to
control the outbreak done by government officials.

In the treatment development section, Al
technology and ML algorithms have been applied
widely to develop a drug or vaccine against
COVID-19. Using such methods can reduce the
time and the cost needed to design a sophisticated
development drug pipeline, making them more
effective in identifying a new antiviral drug.

In a recent publication, the authors proposed a
deep-learning model to predict a drug that targets
the SARS-CoV-2-related proteins, [79]. Pham et al.,
used the DeepCE algorithm to predict a treatment
for COVID-19 by repurposing the drug compound,
[80]. In another study, an ML model is used to
predict a new indication about the possible herbal
and drug combinations based on several positive
drug-disease associations, [81]. In general, the AL
technology can provide solutions for tracing the
drug development and proving its effectiveness
against the COVID-19 virus, [82], [83]. A deep
learning-based pipeline model has been developed
to screen the small molecules against the virus, [84],
while other authors predicted antiviral peptides
using ML algorithms, [85].

E-ISSN: 2224-2902

206

Walid Salameh, Ola M. Surakhi,
Mohammad Y. Khanafseh

On the other hand, the vaccine becomes the
best solution to impact the pandemic. While many
companies developed different vaccine components,
the AL technology can be utilized to analyze the
issues related to the efficiency of these vaccine
candidates. This will include the analysis of virus
immunity, the side effects based on the historical
health information, manufacturing and storage, and
more. All of this development will help the
improvement of the vaccine to be more effective
and safer. Some researchers used ML methods to
predict the best protein that could be the most
suitable for an effective vaccine, [86], [87]. In [86],
the authors used the XGBoost model, and in [87],
the authors utilized generative deep learning
models.

However, the development companies
published  little  information  about  the
methodologies pipeline of the vaccine process with
minimal information about how they integrate the
ML in the development process.

Forecasting is the most popular application
where ML methods have been applied. Since its
appearance in 2019, people with COVID-19 have
increased exponentially worldwide. So, it becomes
essential to determine the future severity of the
outbreak. This includes the analysis of the pandemic
status using ML and DL methods to extract features
that may lead to the virus spreading. Table 3
(Appendix) summarized some recent works that
applied ML or DL methods and algorithms in the
COVID-19 forecasting spread modeling.

ML methods are applied on mobile devices,
like mobiles, in the tracing application to track the
patients, [39], [40]. These devices can provide many
services, such as patient monitoring, diagnosing,
and screening. Based on the data aggregated by the
smart devices, the Al technologies and ML methods
can be applied to analyze data and provide a helpful
decision-making service such as deciding if the
patient is in urgent need of an Intensive Care Unit
(ICU) admission, [101]. Some of the Al
applications where ML is applied to provide
decision-making services include:

1) Classify the patient status into light,
medium, or severe, [102], [103], [104].

2) Monitoring the patient’s symptoms, [105],
[106], [107].

3) Chatbots provide useful information and
guidance for the patients, [42], [43], [44].

4) Social media sentiment analysis of
population realization towards COVID-19, [108],
[109], [110].
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4.2 Challenges and Limitations
This section highlights the critical challenges that
can be concluded from analyzing the literary works.

1) Most literary works evaluate their results
based on statistical measurements like accuracy,
F-score, etc. According to this evaluation, the
proposed model is authenticated, and the results are
accepted. Few works show the level of uncertainty.

2) Most of the works explicitly explained the
proposed model’s methodology. Thus, the model is
transparent.

3) Few works used a pre-trained model. The
use of previous models increases generalization and
supports the idea of transfer learning that produces a
robust forecasting model.

4) The type of dataset used in the proposed
model affects the complexity level. As more
features are included in the training model, the
complexity increases. Most Gene, image, and sound
datasets include complicated features that need
more analysis and pre-processing steps.

5) The dataset size used in the model training
influences the forecasting accuracy very much. A
more extensive dataset will result in more accurate
and satisfactory results, [111]. A collaboration
between all medical sectors worldwide is highly
recommended to integrate all data sources and
expand the existing dataset.

6) Using the traditional ML methods results
in a simpler model with satisfactory results. In
contrast, the DL methods are more complicated,
which results in a complex model with multi-hidden
layers that increase training complexity, [112]

7) Different ML methods have different
prediction performances and, therefore, can be used
in other classes of COVID-19 applications.

8) The size of the dataset greatly influences
the ML method’s performance. As the dataset size
increases, the model performance will be improved.
Most of the COVID-19 existing datasets are limited,
and the performance of the ML model cannot be
generalized to include all the pandemic aspects.

9) The hybridization of the ML model
outperforms single forecasting models, [113], [114].
The behavior of the trained data can be learned by
many models in ensemble learning (hybrid
approach), which results in a compatible forecasting
value with the observed ones.

10)  Few studies focused on modeling the role
of the vaccine and drug in combating the pandemic.

11) While every region has its specific
weather conditions, a few works include
geographical location and weather conditions in the
virus spreading.
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12) Different features  influenced the
spreading of the virus. Few of these works analyzed
the correlation between the COVID-19 spread and
infection and the other features. Most of the
correlation analysis included the confirmed, dead,
and recovered cases.

13) The number of works conducted in the
European countries was found to be the most than
that in the other countries.

14)  Security and privacy issues are critical
when dealing with the healthcare system, [115],
[116]. Integrating AL technologies and security
applications such as Blockchain technology is
recommended to maintain patient privacy while
providing a high-level service using Al and ML
methods.

15) DL methods and algorithms are complex
and need a high computational resource to model,
process, and work with big data. Integrating Fog
computing and Edge technology is recommended to
handle this challenge.

16) In general, ML and DL methods are
black-box models, [117]. The interpretation of
model behavior regarding the choice of features and
generated accuracy is essential to explain it to
medical experts and decision-makers.

17) Most ML and DL proposed in the
literature show promising performance and good
results in the forecasting, prediction, diagnosis, and
analysis. In reality, most of these models do not
deploy. A comprehensive framework that integrates
the ML and DL models with network security is
required to include all the COVID-19 applications
and provide a complete healthcare service.

5 Conclusions and Future Works

In this paper, we have conducted a comprehensive
survey about the application of Al technology and
ML methods for intelligent data analysis and
applications to tackle the COVID-19 pandemic. We
have discussed and analyzed how ML methods can
be used to provide a solution to mitigate the impact
of the pandemic. It was found that Al
solutions-based ML algorithms can be used for
diagnosis, treatment, forecasting, and monitoring
applications. While the ML algorithm needs to be
trained through solid knowledge related to
application data, this paper also surveyed the
real-time datasets that are provided as open-source
for the COVID-19 domain. ML algorithms require
training on relevant data to learn patterns and make
predictions. In the context of the COVID-19
pandemic, this means that algorithms need to be
trained on datasets containing information about the
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virus, its transmission, symptoms, diagnosis,
treatment, and other related factors. Solid
knowledge about these aspects is crucial for
effective algorithm training. In addition to
discussing the training of ML algorithms, the paper
also explores real-time datasets that are openly
accessible in the COVID-19 domain. These datasets
provide up-to-date information about various
aspects of the pandemic, such as infection rates,
hospitalization numbers, testing data, genomic
sequences of the virus, and vaccination statistics. By
surveying real-time datasets, the paper ensures that
the ML algorithms discussed in the study are not
only trained on relevant historical data but also have
access to the latest information about the pandemic.
This allows for more accurate and timely
predictions, analyses, and decision-making
processes. Moreover, open-access datasets promote
transparency, collaboration, and reproducibility in
research, enabling other researchers and
stakeholders to verify findings and build upon them.
Finally, we have discussed the limitations and
challenges of the current Al solutions-based ML
algorithms. These challenges create a research path
for the future applications of ML methods in real
COVID-19 environments.

In envisioning future research directions, the
integration of emerging technologies such as
blockchain  holds  promise in  devising
comprehensive  frameworks to address the
COVID-19 pandemic while safeguarding privacy
and security concerns. Blockchain, renowned for its
decentralized and immutable nature, offers a
potential solution to the challenge of securely
managing and sharing sensitive health data amidst
the pandemic. By leveraging blockchain technology,
researchers can design frameworks that ensure the
integrity and confidentiality of COVID-19-related
data, while facilitating seamless data exchange
among healthcare providers, researchers, and public
health authorities. This can enable more effective
contact tracing, monitoring of infection spread, and
vaccine distribution efforts, all while preserving
individual privacy rights.

Furthermore, to enhance the performance of
prediction models, future research endeavors could
focus on the inclusion of additional features from
diverse domains, such as meteorological data and
medical records. Incorporating meteorological data,
including temperature, humidity, and air quality
indices, into predictive models can provide valuable
insights into the environmental factors influencing
virus transmission dynamics. Similarly, integrating
comprehensive medical data, including patient
demographics, comorbidities, and treatment

E-ISSN: 2224-2902

208

Walid Salameh, Ola M. Surakhi,
Mohammad Y. Khanafseh

histories, can enrich predictive models by capturing
a more nuanced understanding of individual
susceptibility to COVID-19 and disease progression
patterns. By harnessing these multidimensional
datasets, researchers can refine prediction models to
yield more precise and accurate results, ultimately
empowering  healthcare  professionals  and
policymakers with actionable insights for mitigating
the impact of the pandemic.
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Table 2. ML and DL technologies used in the Diagnosis and Identification of COVID-19.

Related Works ML/DL Methods Features Datasets Country Results
[69] Multilayer perceptron | Patient’s medical | Mexican Federal | Mexican The model achieved
artificial neural | history and symptoms | Health Secretary, up to 80% prediction
networks and decision | and Patient’s clinical | General Director of accuracy  for  the
trees outcome Epidemiology dataset used
[70] logistic regression | Clinical features (20) 287 COVID-19 | Saudi Arabia The RF outperformed
(LR), random forest samples of patients the other classifiers
(RF), and extreme from the King Fahad with an accuracy of
gradient boosting University Hospital 0.95
(XGB)
[71] Convolutional Neural | Chest CT scans 4563 China A deep learning
Network (CNN) three-dimensional (3D) method was able to
volumetric chest CT identify  coronavirus
scans from 3506 disease 2019 on chest
patients acquired at six CT scans
medical centers
between August 16,
2016, and February 17
[72] 3D CNN model Chest CT scans 498 CT scans from | China Achieved a moderate
151 positive diagnostic ability
COVID-19  subjects overall (Area under
and 497 CT scans from the curve (AUC) of
different subjects with 0.70 with 99%
various  types  of Confidential interval
pneumonia (0.56-0.85)
[73] Using SVM  (Support | X-ray images 5857 Chest X-rays and - Achieve 84% and 75%
Vector Machine), 767 Chest CTs for classification accuracy
CNN  (Conventional COVID-19-positive
Neural Networks), cases
ResNet50,
InceptionResNetV2,
Xception, VGGNet16
[74] deep learning model cough, breathing, and | Coswara dataset - AUC of 96.4% and an
speech accuracy of 96%
[75] convolutional neural | Cough, voice, and | sounds dataset from | UK The proposed
network breath Cambridge University approach improves
system performance to
diagnose COVID-19
disease and provides
better results on the
COVID-19 respiratory
sound dataset.
[76] VGG19 and U-Net X-ray images BIMCV-COVID19, , | Spain Achieved 97% of
BIMCV-COVID, and accuracy
Spain Pre-COVID era
dataset
[77] Regression Linear | COVID-19 confirmed, | Egyptian Ministry of | Egypt The proposed model
Regression model and mortal cases health and population was beneficial for the
Egyptian government
in  managing the
COVID-19  outbreak
for the following
months.
[78] Classification Logistic | Patient health record United States health | USA The proposed
Regression systems 197 patients algorithm can
accurately identify
16% more patients

than a widely used
scoring system while
minimizing
false-positive results
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Table 3. ML and DL technologies used in the Forecasting of COVID-19

Related | ML/DL Methods Features Datasets Country Results

Works

[88] linear regression (LR), least | The number of new | GitHub repository | International The ES performs best among all
absolute  shrinkage, selection | positive cases, the | providled by the the used models.
operator (LASSO), support vector | number of deaths, and | Center for Systems
machine (SVM), and exponential | the number of | Science and
smoothing (ES) recoveries. Engineering,  Johns

Hopkins ~ University
[89]

[90] Long short-term memory (LSTM) | Meteorological and | Google Cloud online | Japan The proposed framework

network mobility data COVID-19 provided more accurate and
consistent estimations than that
offered by Google Cloud

[9o1] encoding—decoding LSTM Confirmed  positive | Saudi Ministry of | International The proposed model generated

cases, death cases, and | Health website, the high accuracy with less error rate
recovery cases existing  interactive

dashboards, and the

available application

program interface

(APD)

[92] Bayesian regression neural | cumulative COVID-19 Data | Brazilian and | It was observed that climatic
network, cubist regression, | COVID-19 cases and | Repository [2] American variables, such as temperature and
k-nearest  neighbors,  quantile | exogenous variables | And API (Application | states precipitation, indeed influence
random forest, variational mode | such as daily | Program Interface) in increasing the accuracy when
decomposition, and support vector | temperature and | 27 Brazilian State predicting COVID-19 cases, and
regression precipitation Health Offices the adopted models can be

recommended as a promising
model for forecasting

[93] Machine learning algorithms along | Patient information, | John Hopkins | Saudi Arabia | The results show that government
with SIR and SIR-F models mobility, number of | University dataset lockdowns and isolation of

cases individuals are not enough to stop
the pandemic

[94] supervised  machine  learning | human mobility data, | Collected USA tree-based classifiers performed
algorithms number of cases best on the forecasting task.

Gradient Boosting had the highest
classification accuracy.

[95] A hybrid machine learning method | Number of cases and | The statistical reports | Hungary suggests machine learning as a
of adaptive network-based fuzzy | deaths of COVID-19 cases potential  technology to be
inference system (ANFIS) and and mortality rate of considered to model the outbreak
multi-layered Hungary
perceptron-imperialist competitive
algorithm (MLP-ICA)

[96] SEIR model and Regression model | confirmed cases John Hopkins | India The model gave a short-term

University dataset prediction (two weeks) to help the
Government and doctors prepare
their plans

[97] linear  regression,  Multilayer | confirmed, death, and | COVID-19  Kaggle | India The MLP method gave better
perceptron, and Vector | recovered cases data prediction results than that of the
autoregression method LR and VAR method

[98] Logistic model and FbProphet | confirmed cases, | John Hopkins | International The model can significantly
model recovered cases, and | University dataset improve estimates of the number

death cases of infections.

[99] Long short-term memory (LSTM) | confirmed, negative, | kaggle - The proposed approach helps
and Gated Recurrent Unit (GRU) released, deceased generate suitable results based on

cases the critical disease outbreak

[100] quasi-Poisson regression the trends of the daily | The websites of the | Italy and the positive signs already shown

incident  diagnosed | Italian and Spanish | Spain by the decreasing trend slopes
cases, deaths, and | Ministries of Health after a more restrictive lockdown
intensive care unit in Italy and Spain

admissions
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