
End-To-End Cybersecurity Encryption- Video Algorithm 

 
OBAIDA M. AL-HAZAIMEH1,*, MA'MOUN A. AL-SMADI2, TARIK ABUAIN3,  

ASHRAF A. ABU-EIN4 
1Department of Computer Science and Information Technology,  

Al-Balqa Applied University,  
Al-Huson University College, Irbid-21510, 

JORDAN 
 

2Department of Electrical Engineering,  
Al-Balqa Applied University,  

Al-Huson University College, Irbid-21510, 
JORDAN 

 
3College of Computing and Informatics, 

Saudi Electronic University, 
Riyadh 11673, 

SAUDI ARABIA 
 

4Department of Electrical Engineering,  
Al-Balqa Applied University,  

Al-Huson University College, Irbid-21510, 
JORDAN 

 
*Corresponding Author 

 
Abstract: - Recently, digital content transmission has advanced significantly. For data transfer security, video 
encryption is essential. As multimedia technology improves, its importance grows. This paper proposes a 
secure and effective video encryption method. The proposed technique uses symmetric key cryptography and 
audio samples to avoid a trusted third party in the key exchange. To establish sender-receiver communication, 
the method broadcasts the public table to all participants. The device's MAC address determines the rotation 
operations required to create the private table. Thus, only the sender and receiver share the private table. The 
new approach splits processed footage into audio samples and video frames. We encrypt the video frame and 
audio sample using the generated private key to create cipher data. Next, we randomly insert the audio sample 
into the encrypted data. The recipient will first extract the audio sample from the encrypted data and then 
decrypt it. The findings show that the technique can maximize the tolerance skew value to close to the optimal 
value, and the average time required to encrypt the video packet using the proposed technique is relatively 
small, specifically 0.685429814 milliseconds (i.e., "end-to-end delay time”). The findings showed that the 
proposed technique performs effectively in real-time and practical video transmission. 
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1  Introduction 
Cryptography protects information from 
unauthorized access by transforming it into an 
unrecognizable form during storage and 
transmission. Cryptography involves scrambling 
data information, such as audio, images, text, and 
video, to render it unreadable or incoherent during 
transmission or storage, known as encryption. The 

primary goal of cryptography is to secure data from 
unauthorized access. Data encryption is the opposite 
of data encryption, which restores the original data. 
Key events that affected information handling have 
evolved and influenced cryptography since its 
inception in ancient Egypt. By disabling the German 
Enigma cipher machine, which encrypts military 
communications, cryptography helped the Allies 
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win the war faster during World War II. To secure 
data while it travels over public networks (i.e., the 
Internet), cryptography is one of the methods 
utilized. It entails sending information in an 
unintelligible form. One problem with this method 
is that the majority of encryption algorithms used 
for both encryption and decryption were only ever 
designed to deal with text data. As a result, 
multimedia technologies (such as video 
conferencing, Pay-Tv, and video broadcast) are 
inappropriate for these algorithms, [1], [2], [3]. In 
most cases, digital multimedia material will consist 
of text, some visual elements (i.e., frames), and 
audio clips (i.e., samples), [4]. As a means of 
safeguarding these types of digital multimedia 
materials, software-based security solutions offer 
answers that can maintain read/write access to data, 
providing a robust defense against intrusion. It is 
possible to classify cryptographic algorithms as 
either asymmetric or symmetric keys, [5], [6]. For 
the purpose of this paper, we employ symmetric key 
cryptography since it is an appropriate encryption 
method for digital multimedia content in particular. 
Figure 1 illustrates the classification of multimedia 
encryption. There are three main categories of 
multimedia encryption algorithms, each tailored to a 
certain type of encrypted multimedia file: images, 
audio, and video, [7], [8], [9].  
 

 
Fig. 1: Classification of Multimedia Encryption 
 

There are four main categories of video 
encryption techniques, as shown in Table 1: fully 
encrypted, permutation encrypted, selective 
encrypted, and perceptual encrypted, [7], [8], [9], 
[10]. 

Video encryption is often seen as a more 
intricate procedure than text and voice encryption. 
Hence, recognizing its significance in real-world 
applications, researchers in the field of encryption 
have recently focused their endeavors on 
discovering and refining robust and meticulously 
designed techniques capable of effectively 
addressing the various challenges and complexities 

typically encountered during the process of video 
separation, [11], [12]. In this paper, we have 
introduced a novel video encryption algorithm that 
eliminates the necessity for a trusted third party to 
administer and distribute keys. The digital 
multimedia that is transmitted over an insecure 
channel (i.e., the Internet) is encrypted using the 
private key that is generated. On average, the 
proposed algorithm encrypts a video frame in a 
substantially shorter amount of time than the most 
advanced secure video encryption algorithms. 
 

Table 1. Video Encryption Algorithms – 
Classification 

Category Description 

Fully Encrypted 

The algorithms function by initially 
compressing the entire video and 
subsequently encrypting the video 
data using a standard algorithm such 
as AES, DES, RC4, or 3-DES. 
However, as previously stated, these 
methods are time-consuming due to 
the intricate computational processes 
involved. Thus, these methods are 
unsuitable for such encryption 
requirements [10], [13].  

Permutation 
Encrypted 

The video material, including text-
data, images, and audio, is encrypted 
using several permutation techniques 
(i.e., scrambling) [8], [14]. 

Selective Encrypted 

This approach exclusively encrypts a 
specific video byte based on any of 
the conventional algorithms. This 
algorithm operates on the premise 
that certain components of video 
content are non-essential (i.e., I 
frames, video stream headers). 
Consequently, the encryption time 
will be reduced in comparison to 
fully encrypted techniques [1], [10]. 

Perceptual 
Encrypted 

These algorithms enable the video to 
be accessible and permissible for 
others to listen to or watch, although 
with low-quality versions [14], [15].   

 
 
2  Related Works 
Numerous methodologies have suggested 
authentication, encryption, and digital signatures to 
ensure the security of data transmission over the 
internet. Proposed cryptographic techniques for 
video encryption include the AES (Advanced 
Encryption Standard), SDES (Simplified Data 
Encryption Standard), MAES (Modified Advance 
Encryption Standard), and RC4, [1], [16]. Table 2 
displays video encryption approaches as well as a 
list of selected papers for each category. 
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Table 2. Representative Work in Vision- Video 
Encryption Algorithms 

Reference Year Algorithm Disadvantages 

[15] 2018 AES, 3DES 
High End-To-End 
delay time  

[11] 2005 AES with OFB 
mode 

High End-To-End 
delay time  

[12] 2006 AES, DES 
High End-To-End 
delay time.  

[16] 2007 RCME and 
BCME 

High End-To-End 
delay time  

[13] 2012 Chaos 
cryptography 

High End-To-End 
delay time in large 
scale. 

[17] 2020 
DCT 
coefficients - 
Flipping signs 

- 

[18] 2023 PRNG and 
XOR operation Low Security level. 

[19] 2020 Coding 
Characteristics Low Security level. 

[20] 2020 Chaos 
cryptography 

High End-To-End 
delay time in large 
scale. 

[21] 2021 Chaos 
cryptography 

High End-To-End 
delay time. 

[22] 2023 Chaos - based 
multiplexing  

High End-To-End 
delay time. 

[23] 2023 CHAOTIFICA
TION model Low Security level. 

[24] 2022 Chaos 
cryptography 

High End-To-End 
delay time. 

 

 

3  Proposed Video Encryption 

Algorithm  
The proposed technique aims to introduce a novel 
method for encrypting and decrypting complex data 
using parallel programming. This approach 
leverages the capabilities of multi-core processors to 
deliver enhanced speed and a greater level of 
security. Algorithm 1 outlines the many stages of 
the proposed video encryption method. 
 Step 1: The process begins with the sender and 

receiver exchanging MAC addresses; depending 
on the MAC address's value, numerous rotations 
and shifts are executed at the sender and receiver 
ends, turning the public table accessible to all 
parties into a private table exclusive to the 
sender and receiver.  

 Step 2: Audio samples and video frames from 
each other via video splitting. 

 Step 3: Generating encrypted data (i.e., cipher 
data) by performing an XOR operation between 
the audio sample and the video frames 

 Step 4: The private table integrates the audio 
sample into the encrypted data, resulting in 
encrypted data that includes the audio sample. 

 Step 5: Repeat steps 3 and 4 to ensure the 
encryption of all video segments. 

 
Figure 2 (Appendix) shows a detailed 

representation of the video crypto-system. 
Nevertheless, the parameters of the proposed 
crypto-system can decipher the ciphered video 
elements by reversing the sequence of Algorithm 1. 

 
 

4   Experimental Results 
We analyzed video data with a frame rate of 30 
frames per second and a variety of resolutions, each 
with unique motion characteristics. Fast and Furious 
and Scream VI are among the example test video 
sequences. In Figure 3, you can see a few of the test 
videos alongside their respective frame numbers. 
After performing an XOR operation with audio 
samples, Figure 4 displays the associated video 
frames' visuals. After applying the proposed 
technique, Figure 5 displays the matching images 
and frame numbers of some of the test videos. The 
encryption process erases all the details in the video 
block. On average, each video spends 0.008031 
milliseconds in the pre-processing stage of the 
suggested algorithm, which is connection 
establishment. This rare occurrence will not 
influence the encryption time of the video. We 
conducted experiments involving the suggested 
encryption algorithm on a 2.40 GHz core i5 (TM) 
with 8.00 GB of memory and 1-TB of hard drive 
capacity, using the DALI library and the MATLAB 
application tool. This library enables the digital 
video coding standards (i.e., “MPEG-1 and MPEG-
2”). 
 
 

   
(a) (b) (c) 

   
(d) (e) (f) 

Fig. 3: Test Video  
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(a) (b) (c) 

   
(d) (e) (f) 

Fig. 4: Ciphered Data - Corresponding Data  
 

   
(a) (b) (c) 

   
(d) (e) (f) 

Fig. 5: Ciphered Data with Inserted Audio Samples 
- Corresponding Data  
 

 

5  Security Analysis 
This study intends to offer a novel and reliable 
video encryption technique that enhances video 
encryption performance while reducing the security 
level. This section provides a comprehensive 
examination of the security measures. We 
conducted a series of tests and analyses to evaluate 
the security of the proposed algorithm. The security 
analysis of the proposed algorithm was performed in 
two stages: the phase of distributing encrypted data 
and the phase of ciphered data with an inserted 
audio sample. 

The relationship between various kinds of data 
is referred to as intrinsic characteristics [25], [26], 
[27]. As previously stated, the presence of this 
functionality enables attackers to track both the 
public and secret tables. Correlation analysis is 
commonly employed to assess the security and 
correlation of data [28], [29]. In order to examine 
the relationships between the public and private 
tables, Equation (1) is employed to compute the 
correlation coefficients in the horizontal, vertical, 
and diagonal orientations [7], [30], [31]. 

𝑐𝑜𝑣(𝑥, 𝑦) =
1

𝑁
 ∑(𝑥𝑖 − 𝐸(𝑥))(𝑦𝑖

𝑁

𝑖=1

− 𝐸(𝑦))   , 𝑟𝑥𝑦

=
𝑐𝑜𝑣(𝑥, 𝑦)

√𝐷(𝑥) √𝐷(𝑦)
 , 

(1) 

 
Table 3 displays the computed correlation 

coefficients for the public and private tables along 
the vertical, horizontal, and diagonal axes. 
 

Table 3. Public and Private Tables – Correlation 
Direction Public Private 

Vertical 1.00   0.0315 
Horizontal 1.00 - 0.0890 
Diagonal 1.00 - 0.0725 

 
The three-dimensional coefficients for the 

public table are 1.00, whereas those for the private 
table are nearly zero, as shown in Table 3. The 
results demonstrate that the public and private tables 
are unrelated. The complex 2-D array is constructed 
utilizing diffusion, confusion, and repeated iteration 
using the private key received from the MAC 
address, as previously mentioned in the suggested 
approach. Presented below are two arrays. Data is 
initially stored in the array, which subjected to a 
conventional XOR and iterative processing for both 
audio and video frames. We create the second array 
by inserting audio samples into a technique that 
creates encrypted data. As shown in Figure 7 and 
Figure 8, we analyzed the relationship between the 
two arrays using a correlation distribution. 

 

 
Fig. 6: Correlation Distribution – Plain-text Data 
 

It is evident from Figure 7 and Figure 8 that the 
plain text data features seen in Figure 6 have 
vanished and been distributed. This suggests that the 
proposed algorithm is secure against cryptanalysis 
attacks and has high performance. 
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Fig. 7: Correlation Distribution – Ciphered Data 
 

 
Fig. 8: Correlation Distribution – Ciphered Data 
with Inserted Audio Sample 

 
 
6  Conclusion and Future Work 
This research developed a video security 
cryptographic encryption algorithm using image 
frames and audio samples. Many text-based 
encryption techniques are too computationally 
intensive for real-time applications. Thus, video 
encrypts video data and randomly combines voice 
samples and image frames using a simple XOR 
algorithm to reduce computing cost and increase 
video security. The algorithm passed correlation 
analysis and other security tests, making it strong 
and safe. The average time required to encrypt the 
video packet using the suggested technique is 
relatively small, specifically 0.685429814 
milliseconds. This suggests that real-time 
applications, such as video conferencing, can 
effectively utilize it. In future work, we aim to 
develop a new method to obfuscate and neutralize 
the public table without relying on MAC addresses 
in order to enhance the overall security level. 
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APPENDIX 

 

 
Fig. 2: Flow Chart Diagram 
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