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Abstract: - Every day, we generate enormous amounts of data from a wide range of personal devices. The
rapid increase in data amount and velocity is pushing our limits to process and analyze them. Traditional
machine learning and data analytics methods and algorithms use all historical data in the dataset to build their
analyses and models. This may lead to processing and analyzing large amounts of historical data being
computationally expensive and time-consuming, especially in real-time applications where speed is crucial.
Furthermore, using all historical data may not account for changes in the models and dynamics underlying the
data over time. This could lead to inaccurate forecasts or insights. Streaming analytics, on the other hand,
processes each point of continuous data as it is received. It is more efficient than batch processing in certain
cases. Real-time data processing using stream analytics allows organizations to make immediate and proactive
decisions based on up-to-date information. This can be especially beneficial in time-sensitive industries, such as
finance or logistics, where even a slight delay in data analysis can result in missed opportunities or costly errors.
Additionally, stream analytics enables businesses to detect and respond to anomalies in real time, leading to
enhanced operational efficiency and customer experiences. Statistically significant outliers are instances that don’t
follow the general trend of the data. Datasets may contain outliers for several reasons, such as mistakes made
during data collection or the presence of extremely high or low values. Because of the potential impact of outliers
on analysis, it is worthwhile to carefully consider whether or not they should be included. This is useful for
spotting inconsistencies or discrepancies, as well as determining which parts of the data need more in-depth
analysis. This study discusses topics related to stream data analysis. These topics include a variety of
frameworks for processing and analyzing streaming data, methods for detecting outliers, and human activity
detection.
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1 Introduction on developing parallel processing algorithms and
Remarkable developments all over the world have technologies that can effectively extract insights and
led to rapid technological growth. Many exciting value from big data while maintaining high efficiency
concepts have emerged, such as the Internet of Things and accuracy, [3].

(IoT), one of the technologies behind many big data There are times when anomalous samples are
solutions, [1]. This has created new demands, such more (?rltlcal .than normal ones, [4]. Detecting
as high efficiency and real-time data processing. fraud in credit card transactions, machine fault
The challenges of processing and analyzing big data diagnosis, and network intrusion detection are the
have led researchers to develop advanced algorithms most common examples. There are a number of
and technologies that can handle large-scale and factors that pose challenges for analysts to deal
heterogeneous data in real time, [2]. The challenges Wl'[h..FlrSt, outlier detection requires storing 1nﬁn1.tely
of processing and analyzing big data include the massive amounjcs of.data streams before processing,
overwhelming volume of data but also the variety and which results n h1gh memory  usage. Second,
velocity at which it is generated. Traditional data the curse of dimensionality results in data sets
processing techniques and tools are often inadequate having a high number of dimensions, making the
to handle such massive and diverse datasets in real calculation of distance between points less effective
time. As a result, researchers have been working and meaningless, [5]. Thirdly, because there are no

labeled data in unsupervised learning, the model
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must take into account hidden patterns from the
available data. Finally, most anomaly detection
algorithms have difficulty detecting anomalies in
unbalanced data. This is due to the fact that they are
based on an awareness of the behavior of more
common, normal samples.

Stream data processing, however, presents
challenges in terms of feature engineering and
delivery to the machine learning model, which
affects the model’s overall performance. The
complexity of the data itself presents a challenge for
processing stream data. The nature of data makes
it difficult to comprehend since it is constantly
changing and moving. The consequences of this are
significant for feeding data into a machine-learning

model, since each data point becomes less
useful with time, [6]. It is essential to process each
data point before the next one arrives to prevent
delays as illustrated in Appendix in Figure 1 and
Figure 2.

Considering the speed and volume of data,
low throughput, and high latency challenges affect
computation quality and data value. Low throughput
limits the amount of data the pipeline can receive,
while high latency restricts its ability to process it.
Further, when data messages are streamed, they may
encounter various scenarios. For example, messages
may be lost or sent more than once, with clients
having to read them again. To properly address these
scenarios, organizations must have a comprehensive
data latency and throughput strategy, including proper
data replication and caching techniques.

A real time streaming pipeline for
machine-learning models is challenging to set
up. First, the lack of fault tolerance makes data
delivery more likely to fail, which could cause
data loss and stop the whole streaming pipeline
process. Also, there is a lack of scalability, which
means that the streaming pipeline will have to be
redesigned every time there are more data producers
or consumers. There is a chance that this could pose
a burden and result in pipeline improvements being
halted. The most critical problem with not being
able to scale is not being able to decouple. This
affects how long the pipeline lasts and how data
flows between producers and consumers.

In this paper, we will discuss a few
interconnected areas: frameworks for processing
and analyzing streaming data, methods for
identifying anomalies, and human activity
recognition using only a smartphone. Figure 3
(Appendix) provides an overview of the system
implementation. This study is broken down into
three sections. The first section of the paper focuses
on the infrastructure and software for processing
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streaming data. In the second section, we’ll look at
how various outlier detection algorithms deal with
huge, multidimensional, and potentially infinite data
streams. The final section of the study covers
research into recognizing human activity using
sensors embedded in mobile phones.

2 Big Data Stream Processing and
Analysis

There has been a huge increase in open-source
streaming framework availability recently.  As
a result, deciding on the right framework for
streaming data use cases might be confusing.
Stream processing techniques offer distinct
advantages and disadvantages. For example,
window-based processing allows for efficient
time-based aggregation but does not support the
handling of out-of-order events. On the other hand,
event-oriented processing offers flexibility but may
require more complex logic for time-dependent
aggregation. It is, therefore, a necessity to decide
which method will be used depending on the specific
requirements of the particular use case before
choosing a stream processing technique.

A majority of studies evaluated Apache Spark
Streaming, Flink, and Storm, three of the most
well-known stream processing engines. [7],
developed a benchmarking application at Yahoo
to simulate a real-world stream processing use
case. Their study compares, evaluates, and analyzes
respective engines. Additionally, [8] conducted an
in-depth study to assess common stream processing
frameworks. Each framework is analyzed in terms of
performance, scalability, and resource utilization.

Alternatively, [9] compares Spark and Storm
frameworks to determine how they differ in latency.
He was interested in how well these frameworks
performed when executing a variety of tasks, such as
“Word Count”. Due to the aggregation required for
processing small logs, Storm can handle data much
faster than Spark Streaming. Storm’s performance
decreases linearly with increasing record sizes. In
contrast, Spark streaming performed very well in
this scenario. It was six times faster at processing
1,000-byte records than Storm.

A further discussion of Apache Flink is found in
[7]. They used streaming windows to ingest data
from Kafka, count and aggregate it for live analysis of
advertising campaigns. Flow motor performance was
evaluated for 30 minutes. Storm and Flink displayed
similar latency characteristics while Spark was faster
due to its micro-batching design. Spark Streaming
provides an advantage over other frameworks due
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to its ability to change batch sizes on the fly.
Additionally, Storm failed to handle the data volume
when it reached 135,000 events per second, whereas
Spark did not experience any problems.

Similarly, [10] discussed novel ways to meet the
growing demand for non-batch processing needs and
Hadoop’s incapacity to handle them. They concluded
that Spark is a more efficient option for in-memory
computing among the frameworks examined. It
is also a suitable alternative for handling real-time
and streaming demands. Apache Spark was built
to address MapReduce’s constraints, [11]. Spark

[12] and Spark streaming [13] are key tools for
building large data applications. Several studies
have evaluated Spark’s performance across different
workloads and benchmarks, [14].

Spark streaming was introduced in [15] as a
dependable and high-throughput API for live data
streams.  Spark focuses on making a single
pass over the data utilizing data stream clustering.

Further research into Spark’s potential to
challenge MapReduce and Flink has been
published. These works emphasize key points such
as effective memory management, [16], [17], [18].

According to research such as [19], no single
framework can handle all data kinds, sizes, and
business models. The study found that Spark
outperforms Flink in big graph processing by about
1.7 times. In contrast, Flink beats Spark by up
to 1.5 times in scenarios such as batch and small
graph workloads. As a result, it uses fewer resources
and is easier to set up. Other studies, such as
[20] and [21], revealed that Apache Spark’s Stream
outperformed Storm in terms of resource usage and
peak throughput. This was verified by [7] that Storm
struggled at high throughput. Storm, on the
otherhand, performed better in latency.

Standard data mining techniques and machine
learning models are challenging to apply to vast
amounts of data at varying speeds, [22]. To meet this
challenge, Apache Spark not only facilitates high-end
data analytics and efficient general processing tasks
but also allows machine learning algorithms. Spark
has been a point of interest for various types of
research where they use it as a large data stream
processing engine to stream data in real-time in
various fields. The results show that their system
achieved exemplary performance and robustness,
[23], [24], [25].

[26], proposed a study that divided the streaming
pipeline into two stages (Reading and Processing) to
analyze the impact of each stage on the end-to-end
delay. The proposed study uses interconnects, a
decoupling layer, to optimize the streaming pipeline
by implementing a message queueing mechanism
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during the reading stage. Apache Kafka can
considerably increase the overall performance of the
streaming pipeline system. Furthermore, Apache
Kafka is the most appropriate choice for employing
Spark streaming as a data input phase. This is because
of its dependability and compliance with Apache
Spark streaming. Furthermore, it creates a separate
queue for message delivery and guarantees correct
sequencing.

Apache Katka was utilized in many stream
processing applications as a message broker system.
For instance, [27] implemented a study to model
the design characteristics of distributed-based
frameworks such as Spark. Apache Spark processes
a tuple faster than Storm using an average flat
incremental clustering algorithm. This is because it
utilizes Kafka as a message broker, ensuring proper
order and delivery of messages.

Another study utilized Apache Kafka as a robust
messaging broker system, [28]. The researchers built a
real-time Twitter streaming and data analytics system.
The framework is divided into three primary parts.
Kafka is used as a data intake phase to extract data
from Twitter and provide quick access to Kafka
producers. The system analyzes and processes tweets
in real time as possible. In contrast, Spark streaming
was used as a stream processing engine throughout
the processing step. At the end of the process, the data
was visualized. Experiments have been conducted
to evaluate Kafka’s performance with traditional
message brokers, notably known as scalable and
efficient implementations of Advanced Message
Queuing Protocol (AMQP), such as RabbitMQ, [29].
According to the study’s findings, both systems
can process messages with low latency. The
Kafka protocol is better suited to applications that
handle huge volumes of messages. Increasing
Apache Kafka partitions can greatly boost throughput
and producer/channel count. Besides, it increases
RabbitMQ’s performance.

[30], conducted a comparison of five message
queueing techniques. The authors reported their
findings using a replicable experimental setup and a
defined comparison metric. The authors concluded
the experimental analysis by demonstrating that
RocketMQ has a shorter latency. Kafka has a higher
throughput. According to [31], integrating Spark and
Kafka can significantly reduce the time consumed and
increase performance within streaming data analysis
and processing applications. However, evaluating
and recommending stream processing engines for
streaming data with different use cases remains an
ongoing research field. They are considering the
massive demand for large data stream mining and
processing platforms that integrate and use distributed
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stream processing in a single open source. In addition,
they want the ability to simultaneously apply machine
learning techniques to the stream. Flink and Spark are
cutting-edge distributed stream processing engines
that provide these capabilities. However, more
work is needed to integrate and extend analytical
libraries within the same processing platform. For
example, with all these huge advantages of Spark
and this enormous ability to process data in real
time, many machine learning algorithms still need to
be supported on the platform within the structured
streaming service.

3 Outlier Detection

In some contexts, outliers in data are more appealing
than expected ones, so it is vital to recognize
and identify them since they may contain critical
information. There is currently a lot of interest
in identifying outliers among researchers. By
understanding and addressing these outliers,
researchers can improve the accuracy and reliability
of their findings, leading to more robust and
meaningful conclusions.

Various studies provide a detailed analysis
of state-of-the-art strategies for discovering
outliers, dividing them into distinct approaches and
categories, [32]. They were divided into statistical,
distance, density, clustering, and ensemble methods.
Furthermore, the authors investigated their primary
strengths and limitations.

[33] highlighted the significance of detecting
outliers, especially in time series data. The authors
organized the topic around distinct data types and
provided multiple outlier definitions. They also
briefly defined the associated processes and reviewed
a variety of applications where these strategies
have been successfully used. The statistics-based
technique [34] creates conventional distribution
models by analyzing historical data. It looks for data
points that deviate from the distribution of other data
points. Later, these data points would be labeled
anomalies. Most models, however, are based on
a single variable. As a result, detecting anomalies
becomes difficult when monitoring parameters are
multi-dimensional. Furthermore, the original data,
which contains some noisy data that greatly affects
the distribution model building, is used to generate
these models, [35].

The distance-based technique [36] computes the
distance between two data sets. Two points are
deemed “neighbors” when their distance is less than
a threshold value. Suppose a group of data points are
less than a threshold value. In that situation, they will
be classified as abnormal. However, this strategy is
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inappropriate for instances where the data distribution
is multi-cluster, [37]. When an anomaly occurs,
numerous continuous abnormal resource metric data
arise and are grouped together as neighbors. This
approach, however, needs help to identify them.

Similarly, other studies like [38] employ
windowing concepts and clustering algorithms
to identify temporal data anomalies. Furthermore, to
identify outliers in multivariate data, [39] applied an
alternative model of One-Class SVM. It is, however,
impossible to consider the method to be a practical
approach for large-scale data due to two critical
factors, space complexity and time complexity.

IoT sensors create large amounts of data that
must be processed. Due to the streaming nature of
this data, it is becoming increasingly important to
identify trends. [40], proposed an approach for
dealing with such data. The high computing cost of
this technique reveals opportunities to optimize the
process.

The majority of the previously outlined
techniques have two key limitations. They
demand a lot of computations during training or
are intended to detect/recognize typical system
characteristics. This may lead to the conclusion that
discovering outliers in these systems is just a result
of mismatched classification procedures. When such
factors are examined, more than the possible benefits
of current approaches may be necessary to overcome
their limits and application risks. This is because
their detection abilities are the consequence of an
algorithm devised and tailored for a purpose other
than detecting anomalies. These techniques could
have been developed for various uses, such as
clustering and classification challenges.

In light of the scenarios described above, an
algorithm not using the density or distance function
is needed to advance anomaly detection significantly.
In addition to offering reduced computation costs,
this technique should also be able to handle big
and multi-dimensional datasets and be less complex
in terms of time. The available offline anomaly
detection algorithms and techniques, such as density-
and distance-based, as well as statistical approaches,
may be inefficient at finding outliers due to memory
constraints that require a single pass through the
whole data. They are computationally demanding
and may encounter overfitting because they require
numerous passes through the data. They must also
evaluate the complete dataset to find anomalies, [41].
As a result, a cutting-edge method was developed
that does not assume prior knowledge of the system’s
underlying dynamics. It assumes that anomalous
cases are few and distinct from the rest of the data.
As a result, they are more susceptible to isolation
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procedures. This limits the number of such instances
and brings them closer to the decision tree’s root.
In contrast, regular data items are more likely to be
buried significantly deeper in the decision tree.

[42] suggested a fundamentally revised anomaly
detection strategy prioritizing anomalous isolation
above regular instance identification. Isolation
forests (IF) are a highly successful solution to spot
abnormalities. Tree separates anomalies closer to the
tree’s root than normal points using the few different
characters of anomalies. IF have a low constant
time complexity and minimal memory consumption,
making them appropriate for large data sets. IF
usually outperforms distance-based techniques with
near-linear time complexity. Furthermore, it detects
anomalies efficiently since it converges rapidly with
a small ensemble size.

The IF technique has earned a reputation due
to its extraordinary effectiveness in a wide range
of high-dimensional, complex pattern identification
challenges. [43] conducted a comparative research
on outlier detection methods. Three different time
series models are tested on 14 synthetic and real data
sets. According to the paper, IF is better suited
than other methods since it is an effective approach
to efficiently detecting outliers while demonstrating
exceptional scalability. It is memory efficient
and can handle datasets of up to one million
samples. [44] adopted IF for unmanned aerial
vehicles. It was used in unsupervised learning. Using
the Aero-Propulsion System Simulation dataset,
the authors demonstrated the IF’s suitability for
various engineering applications. It outperforms
all other alternative unsupervised distance-based
algorithms considering their capacity to handle
massive datasets. In addition, it results in lower
linear time and total computing costs. [45]
conducted an actual industry case study with IF.
This was linked to one of the critical processes
in semiconductor manufacturing known as etching.
IF has been compared with univariate chart-based
and multi-dimensional angle-oriented approaches.
The results revealed that IF performed with higher
accuracy than other multi-dimensional techniques.

[46] proposed a technique to detect credit card
fraud with IF. They calculated various performance
metrics such as accuracy, Fl-score, ROC-score, and
false positive rate of various approaches. During
the experiment, IF proved to be very effective in
detecting abnormalities in credit card transactions.

[47] used Spark streaming as a distributed
computing platform to create a streaming application
for time series data. Similarly, IF was tested on
additional high-dimensional data in the author’s
implementation, [48]. The experiment was
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conducted using actual data acquired from eight
separate CFM56-7B aero engines. A comparison of

IF to other unsupervised anomaly detection
algorithms revealed its scalability to high-
dimensional data.

Another study [49] provided an anomaly

detection solution based on an IF for streaming
data, particularly time-series data.  The study
used a sliding window approach to analyze four
real-world datasets from the UCI repository. In
streaming data applications, the proposed approach
successfully locates outliers with great scalability.
Several published studies, [50], [51], [52], [S3] have
compared IF to other distance-based outlier detection
methods in terms of performance measures such as
precision, accuracy, and AUC. Performance findings
reveal that the isolation forest-based approach
outperforms other algorithms. Figure 4 (Appendix)
summarizes the most common anomaly detection
methods.

4 Human Activity Recognition

Health care and smart home applications can benefit
from solutions that recognize human activity.
Various sensors have been used to identify human
activity, including wearable LED lights, cameras,
and cell phones, [54]. Several Human Activity
Recognition (HAR) systems integrate accelerometers
to distinguish daily activities, including standing,
walking, sitting, jogging, and lying. [55], searched for
repeated behaviors using accelerometer data created
from recordings of 30 participants doing routine
activities daily. They tried to identify and prevent
older adults from falling into a smart environment.
Figure 5 (Appendix) depicts the components of a
typical HAR system.

Human activity recognition tasks using wearable
sensors have been examined in earlier studies. They
indicated that wearable sensors could remarkably
enhance human activity recognition accuracy,
[56]. Some previous research has been applied
to enhance recent wearable sensor-based HAR
investigations. [57] developed a customized human
activity recognition system. Using a multi-modal
sensing device, they collected data on a variety of
activities from a group of 28 volunteers ranging in
gender, age, weight, and height. The data was then
utilized to create a variety of hybrid activity models.

[58] utilized a wearable device to capture
acceleration data based on a data set consisting of 20
computationally efficient features for human activity
recognition. They achieved a 94% accuracy. In
addition, [59] used three wearable accelerometers
to gather data from 10 patients to track lower body
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movements. A previous study, [60], presented eight
activities; running, walking, standing, sit-ups,
vacuuming, brushing teeth, stairs-down, and
stairs-up.  Those activities were detected with
only one triaxial accelerometer worn near the pelvis.

Numerous studies have been conducted on
the ability to use cellphones instead of wearable
sensors to perform human activity identification
tasks due to their high computing capabilities.
Smartphones support several sensors, including
gyroscopes and accelerometers. Moreover, its
wireless connectivity capabilities make it valuable
for recognizing and detecting human activity. Mobile
devices incorporating built-in sensors have become
a natural part of everyday life. Consequently,
they can be considered a promising platform for
HAR applications, [61]. [62] presented an online
user-independent human activity classification
approach using statistical features that include global
and valuable properties of the time series. [63]
combined a smartwatch and a smartphone sensor to
identify 13 daily human activities.

Research shows that human activities can be
accurately detected with a single accelerometer, based
on earlier studies, [64]. A single accelerometer
worn on the right waist achieved the highest
recognition accuracy. [65] developed a sliding
window approach to recognize physical activity for
signal segmentation. A unified method is not
available for identifying activities from sensor
signals. Activity recognition can be achieved using
a variety of algorithmic strategies. We want to
examine and consider the processing power and
time available based on the number of activities.
Thus, depending on the approach used, the input to
the HAR system’s learning algorithms may alter.

Sensor signals are usually analyzed first to
extract features before being sent to a classifier.
These features are known as “handcrafted features”
and represent raw signal data. The derived features
from the original signal provide an appropriate
description of the user’s activity. Then, machine
learning algorithms are applied to them. The
“handcrafted features” technique is recommended in
many applications since it improves classification
accuracy. [66] analyzed many statistical parameters,
including standard deviation, binned distribution,
average, and duration between peaks. Furthermore,
several classifiers were built based on these collected
features to determine which behavior corresponds to
which features. [67] combined classifiers used by

[66] using similar features and ensemble
techniques to improve their findings.

Some studies extract features directly from the
time-varying acceleration signal, [68]. The authors
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developed an independent human position activity
identification system by extracting time-domain
elements from raw data. [60] presented a study
on identifying time-domain attributes. The authors
then selected certain features, including standard
deviation, mean, and energy. To classify the
accelerometer signals, a classification algorithm
was used, with the selected features as input. [58]
suggested a method to identify human physical
activities using a time-domain-based feature
extraction methodology. The most acceptable
features were investigated, including the mean value
of min and max sums and root mean squared. With
random forest as a classifier, activities were classified
more accurately.

Several other researchers have worked on
obtaining frequency-domain features from frequency
analysis, [69], [70]. Moreover, [71] introduced an
ensemble empirical mode decomposition (EEMD)
based features extraction method to classify triaxial
accelerometer signals for activity recognition. The
Fast Fourier Transform (FFT) and Discrete Fourier
Transform (DCT) coefficients are also used in
various research studies, [64]. These methods can
be considered frequency-based features. In addition,
other features that have been utilized in experiments
and yielded successful results include Principal
Component Analysis (PCA) [72] and Haar filters
[73].

An overview of human activity recognition
research is shown in Figure 6 (Appendix). There
are several factors to consider when planning to
implement a project related to this area. A
general description of these criteria includes types
of recognition, approaches used, algorithms applied,
data sources, and application areas.

5 Conclusion

Stream data is constantly generated by thousands
of sources and sent simultaneously to the ingestion
system in small sizes. However, processing and
analyzing stream data poses several challenges due
to its high velocity and volume. Real-time
processing is required to handle the continuous flow
of data, and algorithms need to be efficient enough
to detect anomalies in real time without causing
delays or bottlenecks in the system. Additionally,
since stream data is constantly evolving,
maintaining anomaly detection models’ accuracy
and relevance becomes a continuous and dynamic
task. As a result, effective anomaly detection
systems are required for fraud and cyberattack
detection systems that need quick responses. For
effective anomaly detection, it is critical to apply
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big data analysis techniques like map-reduce. In
contrast to previous review articles, we concentrated
on big data tools and frameworks for processing and
analyzing streaming data to recognize human
activities. Three different architectures can be used
for applications dealing with static, stream, or time-
series data. Nevertheless, since not all data can be
stored in memory, stream data analysis might pose
particular difficulties when finding outliers. Outlier
detection methods are appealing in stream data
because they allow anomalies to be discovered in
real time. This is especially useful for applications
that need to react quickly to changes in data or
find things that don’t make sense automatically.
Furthermore, the methods can be applied to large
datasets and scaled up. Therefore, they are ideal for
big data applications. They can also detect outliers
even when the data is noisy or partially complete.
Lastly, they can reveal patterns and trends in data
that might otherwise remain hidden. Stream data
can be analyzed and visualized with these methods,
as well as interpreted based on their results.
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Approach Algerithms Advantages Disadvantages
* Parametnc methods * [Fasy to smplement in spite of thear limitations * The use of the Gaussian distribution incorrectly can produce false
- Gaussaan Muure o Detect outhiers cfficiently if the correct outhers
- Regression probability distribution model is defined well o Effective when Jocal outliers noed 1o be detecied
Statistical * Noa parametric methods * Computing costs are high when multivanate data is imvolved
- Kemed Density Estimation * Nolapplicable in & mullidsmenssomal scemario
« Using no ic statistical methods in real time is cxpensive
o Connective-based Outlier Factor * More suitable for local anomaly detection e Choosing the right size and number of neighbors could be
o Local Correlation Integral challenging
Density o Local Outlicr Factoe o High computational cost
* Not an sdeal chosce in data stream use cases
o Suffer from the curse of high dimensionality
0 k-ncarcst neighbor (KNN) * Tend o scake betier i multsdimensional space o High-dimensional data decreases thear performance
* Abstract-C o Compute-efficient compared with statistical | o Cannot deal with data streams
o Extract-n methods * High CPU cost and CPU performance instability
. o Fasy o compeehend o Memoary consumption is high
e Doa't rely on a specilic distribution 10 it the
data
o k-means chastering * Robust to different data types. * Rely on specifying number of clusters in advance
o DBSCAN o Effective in collective outhier detection ussally o Optimezed 10 find chusier in gencesl anomaly
Clustering | * D-Stream o Cam operate in an unsupervised mode. * |f some points don't creale any cluster, # fails
o D-Claster e DBSCAN has the abilty find clusters of | o Computationally expensive
arbitrary shape * Ussuitable for high-d | datasct
o lsolaton Forest o Capable of detecting  omtliers  in hagh | o Hard 10 sdapt with categorical data
dimensional data
Isolation o Applicable for streamang data
o Simple, fast, and efficient
* Low memory requirement

Fig. 4: A comparison of the most common anomaly detection methods
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