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Abstract: The existing cognitive radio (CR) systems lack the ability to deal with the attack of a pretended
primary user (PPU), which can palsy cognitive network. To solve the problem, in this paper, a secure cognitive
radio (CR) system is proposed. The proposed systems combines MIMO and spread spectrum techniques as well
as low density parity check (LDPC) codes to cancel the electronic interference of PPU. The simulation results
in Rayleigh flat-fading channel show that, comparing with MIMO cognitive system without the proposed
method, the proposed approach can effectively cancel electronic interference from enemy and channel noises

interference, and obtain about 9dB gain.
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1. Introduction

Nowadays, radio spectrum has become a very precious
resource in wireless communication. There is little radio
frequency spectrum left over. The cognitive radio (CR)
technology can increase radio frequency spectrum usage
efficiency by spectrum sharing. As a promising solution for
this problem, the CR technology is being studied extensively
[1-8]. Two kinds of users are served in cognitive systems,
primary users (PUs) and cognitive users (CUs). However, in
the existing schemes [1-8], CUs and PUs share the same
frequency spectrum in a time division. If an attacker pretends a
primary user, i.e. a PPU, it is difficult to guarantee the multiple
CUs communicate over the frequency spectrum using by PPU.

More recently, multi-terminal communication with
confidential messages has been studied intensively [9-16].
Most of existing secure communication schemes are focus on
the study of secrecy capacity. They interested in protecting the
common message against eavesdropping. For the secure
transmission of information over an ergodic fading channel in
the presence of an attacker, and the attacker can pretend a
empowered user. The secrecy capacity of such a system with
ergodic fading channel is characterized under the assumption
of asymptotically long coherence intervals. [9, 10] investigated
the rate-equivocation region and secrecy capacity region for
ergodic fading channel. The impact of fading on secure
communication also was studied in [11-16], and some of them
exploited the feedback and cooperation to improve the secrecy
for CR networks. However, the above existing secure
communication schemes did not consider that the attacker
(PPU) can send electronic interference signal to CR client
receiver. Generally, when detecting the channel is occupied by
PU, CUs had to withdraw and keep off. Thus, it is difficult to
guarantee reliable communications under the condition of
strong electronic interference from a PPU by the approaches of
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[9-16]. To solve the problems, in this paper, a secure MIMO
cognitive system is proposed, in which the multiple CUs
communicate over Rayleigh flat-fading channels and a PPU
sends an electronic interference signal to CUs. We are
interested in protecting the secure communication between
multiple CUs against electronic interference signal from PPU.

Different from [9-16], the proposed secure MIMO
cognitive system introduces spread spectrum technique and
LDPC codes for the electronic interference cancellation of
PPU. This scheme can ensure multiple CUs secure
communication under the condition of strong electronic
interference from PPU. Protograph LDPC codes [17-19] and
spread spectrum are applied to the proposed secure MIMO
cognitive system, the information transmission of CR network
can be of the anti-interference ability and error correcting
capability through channel coding and spread spectrum
mapping, which can cancel electronic interference of PPU and
channel noises interference. In our scheme, spread spectrum
mapping does only require DSP (Digital Signal Processor)
programming to be achieved, but does not require the circuit
and spread spectrum synchronization. Protograph LDPC codes
have the advantage of high-speed decoding, low error floor and
low iterative decoding threshold [20-23]. The protograph
LDPC codes used in this method can be of fast encoding. Thus,
it can simplify the hardware complexity of communication
equipment.

In the proposed secure MIMO cognitive system, the
diversity combining is used to increase information
transmission reliability. The different antennas of source send
the same signals to obtain diversity gain. The electronic
interference of PPU and channel noise are looked as a new
noise in the receiver. The expected information can be obtained
through despreading mapping and channel decoding of the
proposed secure MIMO cognitive system. The simulation
results in Rayleigh flat-fading channel show that, comparing
with MIMO cognitive system without the proposed method,
the proposed secure MIMO cognitive system can effectively
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cancel electronic interference from PU and channel noises
interference, and obtain about 9dB gain.

2. Electronic Interference
Cancellation of PPU

In this section, we proposed a method that electronic
interference cancellation based on spread spectrum LDPC
codes in MIMO cognitive system. This method can make
multiple CUs secure communication under the condition of
strong electronic interference from PU. In this paper, we
assume the channel parameters in a transmission cycle of
signals frame are constant. In the method, the diversity
combining is used to increase information transmission
reliability. For the receiver, the received signals were combined
by using equal gain combining. The strong electronic
interference signals from enemy and channel noise looked as a
new noise. It minimizes new noise interference by despreading
mapping and decoding.

In this paper, the MIMO cognitive system block diagram
showed in Figure 1, including an interference source, a base
station and k mobile terminals. In Figure 1, the interference
source PPU and the base station both have 2 antennas, and
each mobile terminal also has 2 antennas. In this paper, it is
assumed that the fading is quasistatic and the channel state
information (CSI) of the PPU is not available at the source,
while CR mobiles and CR base-station know the CSI of them,
which provides the chance to cancel the attack of PPU for the
proposed system.

Fig.1 MIMO cognitive system block diagram

From Fig. 1, we know that PPU can attack the
communication between CR mobiles and CR base-station in
uplink or in downlink by sending an electronic interference
signal in the bandwidth of CR network, if PPU occupies the
bandwidth of CR network. To solve the problem, we propose a
method that electronic interference cancellation based on
spread spectrum LDPC codes in MIMO cognitive system
under two conditions (uplink communication system and
downlink communication system). Refs. [9]-[16] only
consider how receivers avoid their information not to be
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obtained by eavesdropper. Their approaches are not available
to our application in Fig.1.

2.1 Uplink Communication System

In the uplink, the mobile terminals transmit data, and the
base station receives data. The proposed MIMO cognitive
system uplink communication system model is shown in
Figure 2.

X T
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3 t
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source 1 . encoder mapping modulation 1

. X, : T,
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Fig. 2 MIMO cognitive system uplink communication
system model
The information bit from mobile terminal is denoted

m, e Z"™(1<i<k) , M is the length of information bit.

despreading Gy
mapping

Protograph LDPC codes encode the information bitm, , and the

encoded information is denoted ¢, € Z"" (1<i<k),N is the

length of codes. It can be written asC = M«G , where G is the
generate matrix of protograph LDPC codes.
The spread spectrum signal denoted

X, € Z"M(1<i<k) by spread spectrum mapped encoded

is

information C, . The mapping relation of baseband signals and
1->d,0>-d ,

d, e Z"(1<i<Kk) is the spreading codes sequences, and K

codes as following: where

is the length of spreading codes sequences.

In the proposed scheme, spread spectrum mapping does
only require DSP (Digital Signal Processor) programming to
achieve, and not require the circuit and spread spectrum
synchronization. Thus, it can simplify the hardware complexity
of communication equipment.

T
X (N)]
is stored in a N x K two-dimensional matrix. Baseband spread

spectrum signal was transmitted successive through the
transmitting antenna. The spread spectrum signal block

Spread spectrum signal X, =[x;(1) X(2)

diagram is shown in Figure 3, where x'(n) denotes the

j" chip of the n™ encoded information bit.
The baseband signal from mobile terminals i(1 <i<k) can
be written as

X (n)=¢;(n)-d, ©)
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where, C(n) is the n" encoded information bit,
X, (N)e Z"* is the n" baseband spread spectrum signal
sequence.

Baseband signal X, after the RF modulating obtain send
signals T, (1<i <K) . Interference source signals X, after the

RF modulating obtain send signals T, .

KO | 6O | ) [T
XQ) | K@) KO e L) |
X3 | XO) X0 [ooe Leaaie3) |
O RN RO | |

Fig. 3 Spread spectrum signal block diagram

In BPSK (Binary Phase Shift Keying) system, the sending
signal from mobile terminal i can be written as

T =A"-coszft)xD c(n)-d;-pt-nT) (2

i1s the carrier

where, A’ is the transmission amplitude, f,

frequency, P, is impulse response of pulse shaping filter.
The receive signal in the receiver can be written as
RM=2 A, cosQrit+g)xdc(m-d - pt-nT, -7
+v(®)  (j=12)

where, A ; and ¢, ; are the carrier amplitude and phase

€)

position, 7, . is the transmission delay, V is channel white

]
Gaussian noise.

The baseband uplink channel model of MIMO cognitive
system is shown in Figure 4.

The channel transfer matrix from mobile terminals
i(1<i<k) to base station is denoted H, Q™ , and

h h.

H, :[ b "2} , where the entries of H,(1<i<k) are
hs hy

independent and identically distributed (i.i.d.). The channel

transfer matrix from interference source to base station is

h, h,
hy

signal from mobile terminals i(1<i<Kk) .
from PPU

channel

denoted H, e Q*, and H, :{ } X; is transmission

X, € 2" i

interference  signal interference

1x(N-K)
v,,V, €Q are

source.

white Gaussian  noise.
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PN are the received signals in base station

Y, Y,€Q

receiver.

.
/'// Ht
% Y xt? ?xt
.................. R I

Fig.4 The baseband uplink channel model of MIMO
cognitive system

In the base station receiver, the received signals Y,,Y,

after equal gain combining, the combining signals y € Q"""

can be obtained. The electronic interference of PPU and
channel noise are looked as a new noise. The expected
information can be obtained through dispreading mapping and
channel decoding of the proposed system.

In a transmission cycle of signals frame, the baseband
signals model in base station receiver is as follows.

yml_& o [xm [xm] [vm
{yz(n)}?* L(n)}H‘ {xmn)Hvz(n)} @

where y,(n),y,(N) eQ"  are the n" received signals

sequences. After spread spectrum mapping, X,(n)e 7K g

the n" interference signals sequences. V,(n),V,(n) € Q" are

the n" channel white Gaussian noise sequences.
Equation (4) can be written as

y,(n) = Z(hi,l + hi,z)' X (n)+ (htl + htz) X (M) +v,(n)

K 6]
Y, (n) = Z(hm + hi,4)' X (n) +(ht,3 + ht,4)' xt(n)+v2(n)
According to (1), (5) can be written as
yl(n) = Z(hm + hi‘2)'ci(n)'di +(ht,l + hrz) Xt(n)
+,(n) ©

yz(n) = Z(hm + hi,4)'Ci (n)’di +(ht,3 + ht,4)'xt(n)

+V,(N)

where d. is the codes

d. -djT =0(i#]), d -djT =A(i=]),A is a positive integer.

spreading sequences, and

In this paper, we define
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a, :Zhi.j(

i

4
1<i<k) andg, :th’j .
j=1

In the base station receiver, the received signals Yy, and Y,
after equal gain combining, (6) can be written as

Y = i (M+Y,(M =D et (M) d; + - % (M + 2 v (M) (7)

The base station receiver extracts mobile terminal 1 signal,

the combining signals Y after dispreading mapping, (7) can be
written as

dr K 2 dr
6(M) = Y(M) === (3 G ()0 + - X (M) + 24 (M) ——
i=1 i=1
L S emd dT o (mdT S dT
= (;(xi c(n)-d,-d +a, -x(n)-d, +;vi(n) d" ®
n-d’ 1 &
=0{1'Cl(n)+061"Xl(i—-l-z~gvi(n)'d1-r
=a,-¢(N)+a X M+V'(n)
It can also be written as
61:0‘1'Cl+at'xtr+vv )

where, X/ is the interference signal after dispreading
mapping,V’ is channel white Gaussian noise after dispreading
mapping.

From the above equation, after despreading mapping, the
interference from other mobile terminals has been eliminated,
and the received signals only are of the interference from
interference source and channel noise.

According to (9), we can see that signal C, includes co-
channel interference ¢, - X; from interference source signal X, .
Let interference of PPU be |, = ¢, - X . Because interference
I is not controllable, the despreading mapping in (9) cannot

completely cancel the interference l. . In order to solve this
problem, we use protograph LDPC codes to cancel the
The design of protograph LDPC will be
provided in next section.

The interference source signal and channel noise
interference in equation (9) look as a new noise, it can be
written as

interference | .

Ve =a, - X +V (10)
According to (10), signal €, can be written as
C,=a,-C +V, (11)

Then, decoding the received signals ¢, by protograph
LDPC codes, we can obtain the information M, from
transmitter. It can be written as

M, =dec(€,) =dec(e, - C, +V.)

where dec(-) denotes the protograph LDPC decoding.

(12)

Now, we analyze the channel coefficient influence the BER
performance of cognitive base station receiver.
After normalization processing, (9) can be written as
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r_ at ! 1 '
Y =C +—-X +—-V
al al

Generally, the base station receiver extracts signal of

(13)

mobile terminal | , (13) can be written as

ﬂ L'V'

y=cC +—- X/ + (1<i<k) (14)
a o,
From (14), in this paper we define
R =2 (15)
o

I

as channel matrix ratio.

In the uplink communication system receiver, the value of
a; are different, and the value of ¢, is fixed. This means that

the greater value of ¢;, the smaller value of R;, and the

. a4, 1 . .
smaller interference of —- X/ and —-V'to received signals.
@, G
The BER performance depends on the value of R; in the
uplink communication system. We will see it in the following

simulations.

2.2 Downlink Communication System

In the downlink, the base station transmits data, and the
mobile terminals receive data. The downlink communication
system model of MIMO cognitive system is shown in Figure 5.

|

M
-

B
-

y, ~ =
(8 B S
. Yi2 :
8 e N O
k.2

Fig.5 MIMO cognitive system downlink communication
system model

The MIMO cognitive system baseband downlink channel
model is shown in Figure 6.

The downlink channel model of MIMO cognitive system
baseband

The baseband signals from base station can be written as

x(m =%, (m =3, (16)
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The channel transfer matrix from interference source to

mobile  terminal  i(1<i<k) is denoted H; ,
it hs
and H, = |:ht h } .
i3 i4
Mobile
Terminal 1
X
Base
Station | X Mobile
Terminal 2
Mobile

Yk 2| Terminal k

Interference
Source

.................. » Interference signal ~———» Base Station data transmission

In a transmission cycle of signals frame, the baseband
signals model in mobile terminal 1 receiver is as follows.

{yl,l(n)} H .{x(n)} H, ,{xtm)Hvl(n)} a7
¥2() X(n) xm] [v.(n)

Equation (17) can be written as

Yi (n)= (h],l + hl‘2)' X(n)+ (htl,l + hn,z) ' X[(n) +V, (n

18
y,(n) =(h;+h)-x(n)+(h, 5 +h; )X (N)+V,(n) (18)
According to (16), (18) can be written as
yl,l(n) = (hl,l + hl,z) : Zci (n) 'di +(hu,1 + hn,z) : Xt(n)
+v,(n) ) (19)
yL2 (n) = (h1,3 + h1‘4) : Zci (n) : di + (hn,s + hn,4) . X[(n)
+V,(n)

4
In this paper, we define ¢, = z hj -
j=1

In the mobile terminal 1 receiver, the received signals Y, ,
and Y, , after equal gain combining, (19) can be written as
W) - Y (M+Y;, (M) .
=q -;c,(n)-di +ay, - xt(n)+§vi(n)

The mobile terminal 1 receiver extracts the signal from
base station, the combining signals Y, after dispreading

(20)

mapping, (20) can be written as
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dT K 2 dT
&=y —==(x -Zc.(n)-di +oal~xt(n)+2vi(n»-j

=%~(al ~ic,(n)~di -d" +a, - x (n)-d] +ivi(n)~df)

2y
x(n-d' 1 &

=a,-c(N)+a, ~T1+X'§vi(n)-dlT
= -G (M+a - X (N)+V'(N)

It can also be written as

C=0a-C+a, X +V' (22)
where, X/ is the interference signal after dispreading
mapping, V' is channel white Gaussian noise after dispreading
mapping.

From the above equation, after despreading mapping, the
interference from other mobile terminals has been eliminated,
and the received signals only are of the interference from
interference source and channel noise.

The PPU interference source signal and channel noise
interference in equation (22) look as a new noise, it can be
written as

Ve =0, - X +V (23)

According to (23), signal €, can be written as

€ =q,-C +V, (24)

Then, decoding the received signals €, by protograph
LDPC codes, we can obtain the information M, from
transmitter. It can be written as

M, =dec(€,) =dec(e, - C, + V) (25)
where dec(-) denotes the protograph LDPC decoding.

3. Protograph LDPC Codes

In this section, we give the construction of protograph
LDPC codes with fast encoding, which is used to cancel the
electronic interference and channel noises interference.

The proposed rate 1/2 protograph LPDC (N, M) codes are

short codes with good BER performance, simple structure and
low encoding complexity. The size of parity check matrix
H=[H, H,] of protograph LDPC codes is M x N , where
matrix H, and H, consists of 88 sub matrices.

The matrix H,, is shown as below,

| 0

Hy= . . (26)
0 | Igxg

where | and 0 are N/16xN/16 identity and zero matrices,

respectively.
We give the matrix H, . It can be written as
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LoL, g@@} @)

“{u®u®g L oL,
where matrix L, ~ L, are N/4x N/4 permutation matrices.

The permutation matrices we used in this paper are similar
to [26].
Permutation matrix L, has non-zero entries in row | and

column m, (i) for i €{0,---,N/4—-1} and

nk(i):%((@+Li-16/NJ)rmd4)+(¢K(Li~16/NJ)+i)mod1—’\; (28)

The permutation matrix can be divided into 4x4 unit
circulate sub-matrices, the matrix H, consist of 8x8 sub

matrices. The matrix H, also can be written as

| ) | LT | a8
| 2, | By L. | LoXS
Ho=| . . . . 29

| ) | &y L, | Ay

where the matrix 1%/ is identity matrix right shift a; ; bit.

Now, we give the fast encoding algorithm of protograph
LDPC codes.

Suppose, codes vector is denoted C=[S P] , Where
S=[S, S, -+ S| is the
andP =[P, P,

According to the channel coding theory, we know
that H xc' =0, it can be written as

information vector,

P, ] is the check vector.

[H. H.J[s P] =0 (30)
1% xS @17 xS, @--- 1" xS ®P =0
1 xST @17 xS, ®-- 1" xST @R @R =0  (31)
1% xS ®@1% xS,”®--- 1" xS ®P, ®P =0
Then we can obtain P, ,P," ,---,R," .

8

PT =2 1" x8]
=1
8
Pr=P @) 1™ xS/

= (32)

8
PsT = P7T ®Z 1™ % SiT

=

Equation (32) is the proposed fast encoding algorithm.

If the information codes vector S and check matrix H are
known, applying (32), we can obtain the code vector
c=[S PJ.

The sub-matrices of the parity check matrix H are unit
circulate matrices, if the first row of matrix is known, the other
rows can be obtained by first row of right shift. Thus we only
need to store the first row of each sub-matrix in the encoding
process. This can reduce the computation and storage space.
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The proposed fast encoding algorithm (32) simplifies the
hardware complexity of LDPC encoder.

4. Evaluations and Simulation Results

In this section, we evaluate performances of the proposed
method that electronic interference cancellation based on
spread spectrum LDPC codes in MIMO system. According to
the design approach of protograph LDPC codes in Section III,
let N =1024 , we can obtain the parity check matrix H of rate
1/2 protograph LDPC (N =1024,M =512) codes by (27) and

(28), where the functions 6, and ¢, (j) are defined in Table 1.
Table 1 Description of 6, and ¢, (j)

k6 40 40 4@ 406
10 39 40 31 9
2 2 20 18 53 11
30 12 30 1 38
4 2 29 59 8 43
5 3 24 23 7 2
6 0 41 17 18 47
7002 10 15 14 3
8 1 45 6 39 41
9 3 51 5 49 26

According to [27], we can obtain the check matrix H of
rate 1/2 Tanner LDPC codes (n=1024,k =512) , where

a=5,b=2,m=128_

Theorem 1[28]: If and only if the elements of HH" are 0
or 1 except in diagonal line, the LDPC codes has no girth-4,
where H is the parity check matrix.

Now, we test girth 4 of protograph LDPC codes and
Tanner LDPC codes by applying theorem 1, as shown in Fig.6.

L]

peotogeaph LDPC codes Tanner LDPT codes

The girth 4 test of protograph LDPC codes and Tanner
LDPC codes

According to Fig.6, we observe that the elements of

HH" are 0 or 1 except in diagonal line, and we found that
there is no girth-4 in both protograph LDPC codes and Tanner
LDPC codes.

In the simulation results, method 1: electronic interference
cancellation based on spread spectrum protograph LDPC codes;
method 2: electronic interference cancellation based on spread
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spectrum Tanner LDPC codes; method 3: -electronic
interference cancellation based on spread spectrum codes.

Conditions of simulation experiment: Rayleigh fading
channel, the decoders of two codes (protograph LDPC codes
and Tanner LDPC codes) use the same BP algorithm [28], the
same code rate 1/2, 4000 data frames per SNR point, the
spreading codes sequences of method 1 and 2 use 128-order
hadamard matrix, the spreading codes sequences of method 3
use 256-order hadamard matrix. The code rates of three
methods are 1/256.

Take a MIMO system with 16 mobile terminals, a base
station and an interference source for example. We evaluate the
BER performances of the proposed interference cancellation
based on spread spectrum protograph LDPC codes under two
conditions (uplink communication system and downlink
communication system).

Uplink communication system

The channel transfer matrix from mobile terminal 1 to base

0.4503 0.3714
0.3359 0.4208
2

stationis H, = { } ; The channel transfer matrix

mobile  terminal to base station is

0.3106 0.2874
0.2417 0.3462

interference
0.9201 0.3746

' [0.3314 0.8947

from

) } ; The channel transfer matrix from

source to base station is

} .o, =15784 , a,= 1.1859 and

& = 2.5208.
(=B 22y gy R, =B 220 1osg
@ 15784 @ 11859
R, <R,.

In the base station receiver, we use spread spectrum
protograph LDPC codes to extract mobile terminal 1 signal
under three conditions (equal gain combining signals, the first
antenna signals, the second antenna signals). The BER
performance comparison of three conditions in uplink
communication system is show in Fig.8.

BER

21 ™ _.p_ 8 AT -6
SNR{dE)
—+— Ecual Gain Combining

—&— Fiest antoona

—=— Second antenna

compare BER performance under three conditions (equal
gain combining signals, the first antenna signals, the second
antenna signals) in uplink communication system

According to BER performance in Fig.8, we observe that
equal gain combining signals obtained about 3dB and 4 dB
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gains comparing with the first antenna signals and the second
antenna signals in Rayleigh flat-fading channel, respectively. It
verifies that the equal gain combining can increase information
transmission reliability.

The BER performance comparison of the method 1, 2and 3
in uplink communication system is show in Fig.9.

-16
SNR(dB)
—#— spread spectrum protograph LDPC codes
—6— spread spectrum Tanner LDPC codes
—+— spread spectrum codes

(a) Base station extracts mobile terminal 1 signal

L
18

a0 16 " 12
BHR{dE)

= spread spectrum protograph LDPC codes
—€— spraad spectrum Tanner LOPC codes

—— spread spactrum codes

(b) Base station extracts mobile terminal 2 signal

compare BER performance of method 1, 2and 3 in uplink
communication system

According to BER performance in Fig.9 (a), we observe
that method 1 obtained about 4dB and 9dB gain comparing
with method 2 and 3 in Rayleigh flat-fading channel,
respectively. According to BER performance in Fig.9 (b), we
observe that method 1 obtained about 4dB and 10dB coding
gain comparing with method 2 and 3 in Rayleigh flat-fading
channel, respectively. It verifies the validity of the proposed
approach; it can effectively cancel electronic interference from
enemy and channel noises interference.

Compare Fig.9 (a) and (b), we observe that method 1,2 and
3 in Fig9 (a) obtained about 1dB, 1dB and 2dB gain
comparing with method 1,2 and 3 in Fig.9 (b) , respectively.

And the value of R, in Fig.9 (a) is smaller than R, in Fig.9

(b) .We can see that, the smaller value of R | the better BER
performance in uplink communication system.
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downlink communication system
The channel transfer matrix from base station to mobile
0.3503 0.2114

terminal 1 is H, =
0.2459 0.3208

} The channel transfer

matrix from base station to mobile terminal 2 is
0.3306 0.2274 .
, = ; The channel transfer matrix from
0.2523 0.3463
interference source to  mobile  terminal 1 is
0.9201 0.3746 .
H, = ; The channel transfer matrix from
0.3314 0.8947
interference source to mobile terminal 2 is
3 0.9501 0.4046
103714 09347 |

The BER performance comparison of the method 1, 2and 3
in downlink communication system is show in Fig.10.

A4 a4z
SHR{dD)
—— ygenad spactium profogaph LDPC codis
=& gpread spectrum Tanner LDPC codes

—*— spread spectium codes

(a) Mobile terminal 1 extracts cognitive base station signal

\\\
an

" 12

BNR{dH)
= spread spectrum protegraph LDPC codes
—&— spread spectrum Tanner LOPC codes
—*— spread spedtum codes

(b) Mobile terminal 2 extracts cognitive base station signal

compare BER performance of method 1, 2and 3 in
downlink communication system

According to BER performance in Fig.10 (a), we observe
that method 1 obtained about 4dB and 10dB coding gain
comparing with method 2 and 3 in Rayleigh flat-fading channel,
respectively. According to BER performance in Fig.10 (b), we
observe that method 1 obtained about 3dB and 8dB coding
gain comparing with method 2 and 3 in Rayleigh flat-fading
channel, respectively. And the method 2 have error floor
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between -13dB and -11dB. It verifies the validity of the
proposed approach; it can effectively cancel -electronic
interference from enemy and channel noises interference.

5. Conclusions

In this paper, we propose a method that electronic
interference cancellation based on spread spectrum LDPC
codes in MIMO cognitive system. Protograph LDPC codes and
spread spectrum are applied to MIMO cognitive system in the
proposed scheme, the information transmission can be of the
anti-interference ability and error correcting capability through
channel coding and spread spectrum mapping, which can
cancel electronic interference and channel noises interference.
This method can make multiple CUs secure communication
under the condition of strong electronic interference from PU.
The simulation results in Rayleigh flat-fading channel show
that, comparing with MIMO cognitive system without the
proposed method, the proposed approach can effectively cancel
electronic interference from enemy and channel noises
interference and obtain about 9dB gain.
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