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Abstract: - Digital watermarking deals with embedding digital content in a cover signal so that it becomes 
indiscernible to make it robust against different security threats. This work demonstrates the implementation of 
a robust and secure watermarking technique on a Field Programmable Gate Array (FPGA) using Discrete 
Cosine Transform (DCT). Block by block DCT of the cover image was computed and watermark pixels in each 
of the blocks were hidden using middle-frequency band coefficients. Security is ensured by encrypting the 
watermarkwith a secret key and Arnold transform. The resultant watermark image is robust to various threats 
like JPEG compression, scaling, cropping, and noise attacks. This watermarking approach requires a large 
amount of data to be processed at high speed. FPGA is the best choice for such an application. Also, it is 
reprogrammable and easily upgradable according to user application. In this work, a watermarking algorithm is 
implemented using Xilinx design tools on the Artix-7 FPGA board. 
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1   Introduction 
Nowadays use of digital media is increasing rapidly, 
and hence security, copyright and authentication of 
that digital information become a major issue. 
Watermarking is the best solution to avoid copyright 
misuse and secure digital data. Watermarking is a 
method of hiding digital content in host media 
which can be image, video, or audio. Image 
watermarking is a technique in which we can hide 
digital information in the host image and the 
information could be perceptible or imperceptible as 
per application. 

Based on the domain, water marking schemes are 
grouped into time and transform domains. In the 
time domain technique, the watermark can be 
directly insertedby modifying pixel values of the 
cover signal image such as modification of least 
significant bit (LSB) or correlation-based 
techniques. Manipulation of the pixel value accounts 
for the ease of implementation, very low 
computational complexity, and good 
imperceptibility. However this algorithm is not 
robust against security threats such as compression, 
geometrical, and addition of external noise. In the 
transform domain technique, the watermark is 
embedded in selective coefficients of frequency 
transformed cover signal. Robustness and 

imperceptibility depend upon the coefficient 
selection. Some of the commonly used techniques in 
the transform domain include Discrete Fourier 
transform (DFT), discrete cosine transform (DCT), 
and discrete wavelet transform (DWT). Computing 
transform results in higher computational 
complexity. However this method is found to be 
effective against different threats and provides good 
imperceptibility. DCT is one of the best techniques 
in this regard. The content of the image is separated 
into three regions low, mid, and high frequencies. 
The visually significant information is concentrated 
in the low frequency band. As the discrete cosine 
transform is just the cosine part of the Fourier 
transform it requires less computation as compared 
to other transforms. For this reason, DCT is 
popularly used in the image watermarking, [1], [2], 
[3], [4], [5]. 

Watermarking techniques involve processing 
large amounts of data available from medical 
imaging taken for clinical analysis, camera images, 
and legal information for copyright protection and 
authentication. To process this large amount of data 
efficiently, we require a hardware platform. Field 
programmable gate arrays (FPGA) have been 
extensively used in image processing and signal 
processing. FPGA is reprogrammable as well as 

WSEAS TRANSACTIONS on SIGNAL PROCESSING 
DOI: 10.37394/232014.2024.20.6

Ankita Natujirao Patil, Vaishali V. Ingale, 
Fatema A. Dalal, Vanita Agarwal

E-ISSN: 2224-3488 54 Volume 20, 2024



easily upgradable, [6]. It provides flexibility for 
general-purpose processors and the hardware-
basedperformance of ASICs. It is possible to embed 
Processors/microcontrollers into the FPGA, so users 
can define and use processor and user-specific 
hardware functions both on a single chip. 

The Xilinx Embedded Development Kit (EDK), 
is an integrated development environment consisting 
of Xilinx platform studio and software toolkit to 
facilitate the designing of embedded processing 
systems. In addition, it contains various intellectual 
property (IP) cores which are required for designing 
FPGAs with Micro Blaze™ soft processor cores. 
The included software development kit (SDK) is a 
set of software development tools on which users 
can create applications for certain 
hardware/software platforms, [7], [8]. 

 
 

2   Proposed Watermarking Algorithm 
 

2.1  Discrete Cosine Transform 

In the proposed work, the cover image is divided 
into 4*4 blocks. As our cover image is 256*256, we 
obtained 4096 blocks. Then DCT coefficients are 
obtained for each of the blocks 
DCT for each block is given as, 

𝐹(𝑢, 𝑣)

= ∑∑𝑓(𝑖, 𝑗)𝐶(𝑢)𝐶(𝑣) cos
(2𝑖 + 1)𝑢𝜋

2𝑁
cos

(2𝑗 + 1)𝑣𝜋

2𝑁

𝑛−1

𝑗=0

𝑛−1

𝑖=0

 (1) 

C (u) =C (v) = 1

√𝑁
; others C (u) =C (v) =√2

𝑁
  … 

for u=v=0 
As mentioned earlier, the cover image is divided 

into three regions each corresponding to a different 
frequency band, low frequency region, [9], mid 
frequency region, and high frequency region.  To 
embed the watermark, we selected mid frequency 
region as high frequency coefficients are more 
susceptible to attacks and low-frequency 
coefficients contain more visual information. 

 
2.2  Arnold Transform 
Arnold transform, also known as Arnold cat map is 
a 2D chaotic map, [10]. This transform is periodic 
and it is mainly used for hiding information as well 
as for encryption. It is suitable for square images, 
that is images of size N*N. In this work, we used the 
Arnold cat map method which is a 2D chaotic map 
to scramble the watermark image. The equation of 
Arnold cat map is: 

 𝑈 = 𝑚𝑜𝑑(2 ∗ 𝑥 + 𝑦,𝑁) + 1 (2) 
 

 𝑉 = 𝑚𝑜𝑑(𝑥 + 𝑦,𝑁) + 1 (3) 

Where,𝑈 and 𝑉represent new coordinate 
position of pixel, 𝑥&𝑦 are original position, and 𝑁 
is a size of the square image. 

 
2.3  Process to Embed Watermark Image 
In the proposed method, we are embedding a binary 
watermark into the cover image as shown in Figure 
1. In the process of embedding information, we 
decomposed 256*256 cover images into the 4*4 
blocks. Then we applied DCT on each block. To 
obtain more security, we scrambled the watermark 
using Arnold transform for multiple iterations. After 
that, the scrambled watermark is XORed with 64-bit 
symmetric key. Embedding logic is then used to 
embed the encrypted watermark bits in mid-
frequency band coefficients Threshold value is 
calculated for each block by using the following 
formula. 
 Th=∑ 𝐷𝐶𝑇_𝑓𝑛(𝑖,𝑗)

𝑘∗𝑘
𝑛=0

64
           (4) 

 
Where,k is the size of block and DCT_fn is DCT 
coefficients of the cover image. Watermark bits are 
embedded using following logic. 

 DCT_𝑓𝑛(i, j)

=  

{
 

 
−(Th + ∆)(W = 0)𝑎𝑛𝑑 (𝐷𝐶𝑇_𝑓n (i, j)  > −𝑇ℎ)  

DCT_𝑓𝑛(i, j)(W = 0) 𝑎𝑛𝑑 (DCTfn(i, j) < −𝑇ℎ)

(Th + ∆)(W = 1) 𝑎𝑛𝑑 (DCTfn(i, j) < 𝑇ℎ)

DCT_𝑓𝑛(i, j)(W = 1) 𝑎𝑛𝑑 (𝐷𝐶𝑇_𝑓n (i, j)  > 𝑇ℎ)

 (5) 

 
W is encrypted watermark image and ∆ is a 

weighting factor. The imperceptibility and 
robustness of a watermarked image depends upon 
the value of ∆  and amount by which we divide sum 
of DCT coefficients. After embedding the 
watermark in DCT coefficients, we took inverse 
DCT of the block and combined all blocks to form 
the watermarked image. The detailed embedding 
process is shown in Figure 1. 

 

 
Fig. 1: Proposed watermark embedding scheme 
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2.4  Process to Extract Watermark Image 
The extraction process of the watermark is inverse 
of the embedding process as shown in Figure 2. 
Being a blind approach, the initial cover image is 
not required in the process of extracting the 
watermark. Decompose the watermarked image in 
blocks of 4*4 and then compute DCT for each of the 
blocks. Extract a dimensional encrypted watermark 
by using the following logic. 
 

𝑊 = {
1 𝐷𝐶𝑇_𝐹𝑛

′ (𝑖, 𝑗) ≥ 0

0 𝐷𝐶𝑇_𝐹𝑛
′ (𝑖, 𝑗) < 0

 (6) 

 
Where, 𝑊 is encrypted watermark. 
 

Restore the extracted watermark in two-
dimensional image. The obtained watermark is 
encrypted. To decrypt it, descramble it by using 
Arnold transform and XOR it with the same 64-bit 
key which used at the time of encryption. After 
XOR it with the key, we get a watermark image. 
Detailed extraction process is given in Figure 2. 

 

 
Fig. 2: Blind watermark extraction scheme 
 
 
3   Hardware Implementation 
Hardware design flow consists of preprocessing of 
the input image using MATLAB, sending the image 
to FPGA over UART through MATLAB, 
implementing of complete algorithm using Xilinx 
ISE tools, and verifying the results on MATLAB 
obtained from FPGA. Preprocessing of the input 
image consists of reshaping the image and 
converting it from RGB to grayscale. The one-
dimensional input data is sent over UART by using 
specific baud rate, data bits, and parity bits to FPGA 
through MATLAB. Data sent over UART is stored 

in the block RAM of the FPGA for further 
processing. 
 
3.1 Project in Xilinx ISE (Integrated 

Synthesis Environment) 
Xilinx ISE project was created with all required 
ports such as clock, reset, uart_tx and uart_rx port.  
If we can’t use on board system clock directly for 
our modules, then add clocking wizard intellectual 
property (IP) from the core generator and 
architecture wizard. Clock wizard IP converts 
onboard system clock into low-frequency clock as 
per the requirement of user with reset, clock_in, and 
clock_out ports. Add a new embedded processor in 
design which will have IP’s for UART and block 
RAM, [11], [12], [13]. 

 
3.2  Xilinx Platform Studio (EDK) 
Whenever a new embedded processor is added to 
ISE design, the Xilinx Platform Studio (XPS) 
application will be started. XPS has different IP 
cores as shown in Figure 3, out of which we have 
used axi_uartlite, which will run on MicroBlaze soft 
core processor using AXI4-Lite interface. Set proper 
parity and baud rate for this UART IP. Here we used 
460800 baud rate and no parity. As we are working 
on a large amount of data, here block RAM of 256 
KB was selected. Our data consist of two images of 
64kb each and one image of 4kb. The remaining 
portion of block RAM is used for intermediate 
variables and code. After adding all required IPs, 
generate a netlist and export the hardware design to 
SDK. 
 

 
Fig. 3: System assembly view of XPS 

 
3.3 Creating Software Development Kit 

(SDK) Project 
In the software development kit we can create 
applications for selected hardware platforms. After 
exporting the hardware design to SDK, a new 
application project was created and the proposed 
watermarking algorithm is written in SDK using C 
language. After the SDK project is built, an elf file 
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is generated which is exported in the Xilinx ISE 
project. 

After including all required modules, UCF file, 
and elf file from SDK in the Xilinx ISE project, a 
programming bit file is generated. Selected FPGA 
device is configured by using that file. 

 
 

4   Experimental Observations 
The algorithm proposed in this work is tested on 
different types of images as shown in Figure 4 and 
performance is analyzed. The results for the 
256×256, 8-bit gray-scale cover image are presented 
below. The result is a 64x64 binary watermark 
image. 
 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Fig. 4: (a) Original cover image, (b) Watermarked 
image, (c) Original watermark, (d) Extracted 
watermark 
   

The peak SNR (PSNR), given by Equation 
(4.2), and structural similarity index measure are the 
parameters used for the original cover image with 
the resulting watermarked image. The watermarked 
cover image has PSNR= 34.7068 and SSIM= 
0.9012. No perceptual degradation was observed in 
the watermarked images when compared with the 
original cover image. 
 

𝑀𝑆𝐸 =
1

𝑀 ∗ 𝑁
∑∑|𝐼(𝑖, 𝑗)

𝑁

𝑗=1

𝑀

𝑖=1

− 𝐼′(𝑖, 𝑗)|2 

(7) 

 
The PSNR in terms of MSE is defined as, 

 𝑃𝑆𝑁 = 20log10(𝑀𝐴𝑋√𝑀𝑆𝐸) (8) 
 

Normalized correlation (NC) helps to judge the 
robustness of the watermarking scheme. Here we 
have extracted a watermark with NC= 0.9951. 

We have performed different attacks on 
watermarked cover images for observing the 
behavior of the watermark. The robustness of the 
watermarking algorithm proposed in this workfor 
various types of distortions introduced in the 
imageisalso discussed in the preceding sections. The 
algorithm is found to be robust against different 
types of threats as evident from the results. 
 
4.1  JPEG Compression Attacks 
Most of the time image compression is done to 
reduce storage requirements and increase 
transmission speed. One of the most widely used 
techniques in this respect is the JPEG compression. 
The JPEG compression is realized with quality 
factors from 90%, 80%, and 70% to the 
watermarked cover image respectively. As a result 
of this attack, the cover image suffers from 
degradation and loss of a large amount of data as 
shown in Table 1. On the other hand, the extracted 
watermark is still identifiable. 
 

Table. 1. Effect of JPEG compression on the 
watermarked image 

JPEG compression ratio PSNR SSIM NC 
10% 33.833 0.8867 0.9775 
20% 32.5867 0.8603 0.9448 
30% 32.0243 0.8593 0.7312 

 
4.2  Geometrical Attacks 
Watermarked images after geometrical attacks are 
shown in Figure 5. Values of PSNR, SSIM, and NC 
for different types of geometrical attacks are 
recorded in Table 2. 
 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

Fig. 5: Attacked watermarked image and extracted 
watermark after cropping (a) 10% cropping at the 
center, (b) 20% cropping, (c) 25% cropping 
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Table 2. Effect of geometrical attack on 
watermarked image 

Geometric attacks PSNR SSIM NC 
Scaling (120%) 36.4094 0.9503 0.977 
Scaling (110%) 36.2542 0.9479 0.9638 
Scaling (90%) 35.5358 0.9532 0.8152 
Scaling (80%) 34.5758 0.9562 0.682 

Cropping (10%) 16.9294 0.7997 0.8824 
Cropping (15%) 16.5129 0.7627 0.8479 
Cropping (20%) 13.4736 0.6959 0.7874 
Cropping (25%) 13.9105 0.6706 0.7553 

 
4.3  Noise Attacks 
Watermarked images after noise attacks are shown 
in Figure 6. 

 

 
(a)  (b) 

Fig. 6: extracted watermark after noise attacks (a) 
salt and pepper noise (0.003), (b) Gaussian 
noise(0.001). 
 

Values of PSNR, SSIM, and NC for different 
types of noise attacks on watermarked images are 
recorded in Table 3. 
 

Table 3. Effect of noise attack on watermarked 
image 

Noise attacks PSNR SSIM NC 
Salt and pepper (0.001) 31.9049 0.8834 0.9814 
Salt and pepper (0.005) 27.0171 0.8085 0.9428 
Salt and pepper (0.01) 24.5088 0.737 0.8905 
Gaussian noise (0.001) 28.7543 0.7152 0.8959 
Gaussian noise (0.002) 26.3778 0.6177 0.7919 

 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

Fig. 7: Different cover images (a), (b), (c), (d), (e), 
(f) 
 

We applied the same embedding and extracting 
process on different cover images. In every case, we 
got a normalized correlation of the watermark 

greater than 0.98. Various cover images with 
different covers is shown in Figure 7. PSNR, and 
SSIM of cover images for different covers is as 
recorded in Table 4. 
 

Table. 4. Experimental results for different cover 
images 

Cover images PSNR SSIM NC 
Image (a) 33.9542 0.9123 0.9951 
Image (b) 35.008 0.8551 0.9946 
Image (c) 35.8989 0.9302 0.9853 
Image (d) 34.3563 0.8461 0.9927 
Image (e) 33.5066 0.8606 0.9868 
Image (f) 33.5066 0.8606 0.9951 

 
4.4  Hardware Utilization Summary 
As discussed earlier, FPGA consists of different 
numbers of Combinational Logic Blocks (CLBs), 
Lookup Tables (LUTs) & logic gates. While 
evaluating certain designs, FPGA uses a specific 
amount of components as per its requirement. Table 
5 shows the summary of device components used. It 
presents a comparison between available 
components and used components; also percentage 
of usage is given. 
 

Table. 5. Device Utilization Summary 

 
 
 
5   Conclution 
In the proposed work, frequency domain blind 
watermarking is efficiently implemented on a low-
cost and reconfigurable Artix-7 FPGA platform 
using DCT. The computational complexity of DCT 
is less than other transforms and it sustains JPEG 
compression efficiently. Selected mid-frequency 
band coefficients are modified into positive or 
negative values to embed the watermark in an 
image. At the receiver end, watermark extraction is 
done by replacing the watermark bits to 1 or 0 as per 
the value of modified coefficients. Efficient 
extraction of the watermark image with NC=0.9951 
without using an initial cover image in the 
extraction process is possible by the proposed 
method. The overall embedding process requires 
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approximately 4 to 5 seconds to encrypt and embed 
the watermark. Watermark is extracted and 
decrypted in 1 to 1.5 seconds. Results obtained are 
comparable to existing software-based approaches 
described in [1] and [2]. It provides a robust and 
indiscernible watermarking facility. This approach 
when combined with very good speed and efficient 
hardware utilization on FPGA makes it suitable for 
real-time application. 
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