
1 Introduction
The Rheinhafen Steam Power Plant
Karlsruhe (RDK), operated by EnBW
Energie Baden-Württemberg AG, is
located in Karlsruhe, in the state of
Baden-Württemberg, Germany. It is a
strategic facility for energy generation in the
region, situated on the banks of the River
Rhine, which facilitates both the supply of
coal for power generation and the distribution
of electricity. This complex is recognised as
one of the most modern coal-fired power
plants in Germany, designed to meet high
standards of sustainability and efficiency.
With an installed capacity of approximately
912 MW, the plant employs advanced
technology to maximise energy efficiency
and reduce emissions, thereby making a
significant contribution to the stability of the
German electricity grid, [1].

In this context, the implementation
of a private 5G network at the plant
aims to enhance its operation and
management through advanced connectivity

technologies, [2]. This network will enable
the integration of monitoring, automation,
and real-time analytics systems, optimising
key processes such as SCADA system control,
high-definition video surveillance, and the
connectivity of IoT devices distributed
throughout the facility. Furthermore, it will
provide a foundation for future digitalisation
and sustainability initiatives, see Figure 1.

Figure 1: Substation and power plant area.
Source: created by the authors.
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Unlike prior industrial 5G implementations
that typically utilize single-band
architectures, this work introduces a
novel hybrid approach combining N78 and
millimeter-wave bands in a cost-optimized
SNPN architecture specifically designed for
critical power infrastructure. This approach
provides both comprehensive coverage and
high-capacity low-latency connectivity,
addressing unique challenges of power
generation environments, see Figure 2.

Figure 2: Satellite map of the
Rheinhafen-Dampfkraftwerk Karlsruhe power
plant. Source: created by the authors.

This document examines the technical
aspects of the private 5G network
implementation. From radio design to
the transport system (backhauling), as
well as security strategies and cloud
integration, each section addresses how
this telecommunications infrastructure
can transform the operation of a modern
industrial plant. The 5G network will not
only improve operational efficiency but also
set a benchmark for the digitalisation of
industrial facilities in a sustainable future

2 Problem Formulation
The deployment of a 5G Stand-Alone (SA)
private network based on the Standalone
Non-Public Network (SNPN) architecture
within the Rheinhafen-Dampfkraftwerk
Karlsruhe (RDK) power plant introduces
several technical and operational challenges.
The primary problem lies in designing
a wireless communication infrastructure
capable of supporting critical industrial
applications such as SCADA systems,
real-time monitoring, automation, and

high-definition video surveillance under strict
reliability and latency constraints, [3], [4].

The RDK plant, with an installed capacity
of 912 MW, operates complex machinery,
port logistics, and electrical substations
that require deterministic communication
and continuous data exchange. Existing
wired and Wi-Fi networks lack the scalability,
latency performance, and resilience demanded
by modern Industry 4.0 applications, [5].
Therefore, the central problem addressed in
this study is how to design and optimize
a 5G SA private network that ensures
high capacity, ultra-low latency, and robust
coverage across both the power generation
facilities and the adjacent port area.

To solve this, the network design must
integrate two complementary frequency
bands—N78 (3.6 GHz) for wide coverage
and 26.5 GHz (mmWave) for high-capacity,
low-latency services. Key considerations
include:

• Efficient backhauling between radio nodes
and the 5G Core (5GC) using fiber or
mmWave links, [6].

• Capacity planning to support
heterogeneous devices such as IoT
sensors, SCADA units, 4K cameras, and
automated port systems exceeding 2
Gbps total throughput.

• Proper dimensioning of radio nodes,
antenna tilt, power levels, and link
budgets to maintain received signal levels
above the receiver sensitivity threshold.

• Implementation of TDD patterns
optimized for asymmetric traffic (7:3
DL/UL) and integration of MCS schemes
(16-QAM, 64-QAM) to maximize spectral
efficiency.

In this way, the design of the private
5G network for Rheinhafen-Dampfkraftwerk
Karlsruhe requires a mathematical modeling
to ensure coverage, capacity, and latency
targets. This section formalizes the key
equations governing radio propagation,
spectral efficiency, and network performance.

2.1 Link Budget Analysis
The received power (PRX) is calculated
through the link budget equation (1):
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PRX = PEIRP −Lprop +GRX −Lcables,RX (1)

where:
PEIRP is the Equivalent Isotropically

Radiated Power, equation (2):

PEIRP = PT X + GT X − Lcables,TX (2)

Lprop represents propagation losses
modeled via Okumura-Hata for mid-band
(N78), equation (3):

Lprop = 69.55 + 26.16 log10(f)
− 13.82 log10(hb) − A(hm)

+ [44.9 − 6.55 log10(hb)] log10(d) (3)

with f in MHz, hb = 20 m (BS height), hm =
1.5 m (UE height), and d in km.

For mmWave (26.5 GHz), the close-in free
space reference model is used, equation (4):

Lprop = 32.4+20 log10(f)+20 log10(d)+Latm +Lrain
(4)

where Latm = 0.5 dB/km (oxygen absorption) and
Lrain = 20 dB/km (heavy rain attenuation).

2.2 Receiver Sensitivity
The minimum detectable power is derived from
equation (5):

Psens = NF + kT B + SINRreq (5)

• Thermal noise power (kT B), equation (6):

kT B = −174 dBm/Hz + 10 log10(B) (6)

For B = 100 MHz: kT B = -94 dBm

• Required SINR varies with MCS, equation (7):

SINRreq =


5 dB QPSK (IoT devices)
12 dB 16-QAM (HD cameras)
20 dB 64-QAM (4K video)

(7)

2.3 Capacity Calculation
The theoretical channel capacity per node is
(equation (8)):

C = η · B · (1 − α) (8)

where:

• Spectral efficiency (η) depends on MCS
(equation (9)):

η = log2(M) · CR · (1 − BLER) (9)
with M = modulation order (4 for 16-QAM),
CR = coding rate (0.8), BLER = 10−2.

• Guard band factor α = 0.1 for N78, 0.05 for
mmWave.

For the N78 macro node (100 MHz, 16-QAM),
equation (10):

C = 3.2 bps/Hz × 100 MHz × 0.9 = 288 Mbps (10)

2.4 OFDM Numerology
The subcarrier spacing (∆f) and slot duration are
determined by (equation (11)):

∆f = 2µ × 15 kHz, Tslot = 1
2µ

ms (11)

Key parameters for each band:
• N78 (µ = 1): ∆f = 30 kHz, Tslot = 0.5 ms
• mmWave (µ = 2): ∆f = 60 kHz, Tslot = 0.25

ms

2.5 TDD Frame Structure
The slot allocation ratio follows (equation (12)):

RDL/UL = NDL

NUL
= 7

3 (12)

with guard period duration (equation (13)):

Tg = 2R

c
+ Tswitch = 3.33 µs + 20 µs (13)

2.6 Resource Block Allocation
The maximum number of RBs is constrained by
(equation (14)):

NRB =
⌊

B − Bguard

∆f × 12

⌋
(14)

Yielding:
• N78: 273 RBs (100 MHz bandwidth)
• mmWave: 264 RBs per 200 MHz block

2.7 Traffic Modeling
The total network load combines device requirements
(equation 15):

Ltotal =
N∑

i=1

ni · bi · (1 + γ) (15)

where ni = device count, bi = bandwidth per device,
γ = 0.3 (peak factor).

For the power plant scenario (16):

Ltotal = 1.3 × 1487 Mbps = 1933 Mbps (16)
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In this way, this mathematical framework
provides the foundation for the network dimensioning
presented in subsequent sections. The problem
formulation focuses on determining the optimal
configuration of radio parameters, node placement,
and frequency utilization that balances coverage,
capacity, and cost within a highly interfered industrial
environment. The ultimate objective is to provide
a scalable and reliable 5G private network model
adaptable to similar critical infrastructures.

3 Backhauling Analysis
Backhauling is a key aspect to consider in the
implementation, [7], of the 5G private network at
the Rheinhafen-Dampfkraftwerk Karlsruhe power
plant. To connect the radio nodes with the core
network (5GC), it is essential to design an efficient
interconnection architecture, [8]. In this case, the
best option is to use optical fiber, which ensures
high capacity and stability. Additionally, wireless
links operating in millimeter-wave frequencies can be
employed as backup connections or to reach areas
where fiber installation is difficult or impractical, [9].

The data that must be transported to the
5GC includes traffic generated by 4K cameras, IoT
sensors, and SCADA systems, as well as network
management and control information such as key
performance indicators (KPIs). The internal IT
network will handle data related to SCADA system
monitoring and infrastructure control. Furthermore,
data may also be sent to the cloud for analysis
purposes, such as the use of artificial intelligence
(AI) to detect anomalies, optimize processes, and
enable remote device management.

An interesting approach is to deploy the 5G Core
(5GC) in the cloud, which can reduce operational
costs, allow the management of multiple facilities
from a single point, and enhance real-time processing
capabilities. Moreover, placing the core network
close to the site enables better performance for
applications that require ultra-low latency.

Regarding data volume, this will depend on
the applications and frequency bands in use. For
instance, IoT sensors and SCADA systems operating
in the N78 band (3.6 GHz) require between 10
and 100 Mbps, while HD cameras may need 50 to
100 Mbps per device. In the 26.5 GHz band, 4K
cameras require higher capacity, ranging from 100
to 300 Mbps each, and other critical devices may
demand up to 200 Mbps. Consequently, during peak
operational hours, the total traffic load could exceed
1 Gbps.

Concerning applications connected to the
Internet, the main ones include surveillance
cameras, which transmit real-time video streams,
and cloud-based analytics systems that process
critical data. To ensure security, it is crucial to

implement access restrictions, such as network
segmentation to separate internal applications
from those connected to the Internet, device
authentication to prevent unauthorized access,
and end-to-end traffic encryption between nodes
and the core network. These measures reduce risks
and protect the network from potential cyber threats.

3.1 Quantitative Backhaul
Performance

The fiber backhaul architecture ensures latency below
1 ms with 99.999% reliability, while millimeter-wave
backup links maintain latency under 5 ms during
adverse conditions. Redundancy is achieved
through dual-path routing with automatic failover
mechanisms. For the estimated peak traffic of 2 Gbps,
single-mode fiber with 10 Gbps capacity provides
sufficient headroom for future expansion.

3.2 Model Selection Justification
The Okumura-Hata model was selected for N78 band
propagation analysis due to its accuracy in suburban
environments with medium-sized structures. For
millimeter-wave frequencies, the close-in free space
reference model with atmospheric attenuation
factors provides appropriate characterization of
high-frequency signal degradation in industrial
environments.

4 Capacity Analysis
To ensure efficient and reliable connectivity in the 5G
private network of the Rheinhafen-Dampfkraftwerk
Karlsruhe power plant, it is essential to evaluate
the bandwidth consumption by device type and
to account for increases during peak operating
hours. The following Table 1 (Appendix), provides
a breakdown of the estimated current consumption,
the expected increase during peak periods, and the
corresponding total usage. This analysis enables
proper capacity planning to ensure optimal network
performance and to anticipate future expansions.

It is important to note that during peak
operating hours in industrial networks such as the
Rheinhafen-Dampfkraftwerk Karlsruhe thermal
power plant and its adjacent port, a significant
increase in data traffic is commonly observed due to
the intensification of operational processes resulting
from higher energy consumption. This phenomenon
is well documented in industrial network studies,
which report traffic increases of 20% to 50% during
critical operations, particularly in SCADA systems,
IoT sensors, and monitoring cameras. This behavior
arises from the need for real-time supervision of
operational conditions and the assurance of safety in
critical areas, [10].

The adoption of technologies such as
Time-Sensitive Networking (TSN), [11], standardized
under IEEE 802.1, has been fundamental in
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managing data traffic surges. TSN enhances the
real-time characteristics of industrial Ethernet
networks by enabling synchronized and prioritized
transmission of time-sensitive data, [12]. This is
crucial in industrial environments where minimal
latency and high reliability are essential for the
operation of critical devices such as protection relays,
transformers, and access control systems, [8], [13].
These capabilities have been validated in power
plant applications, where TSN integration allows
the network to withstand significant increases in
data load during high-activity periods, see Table 1
(Appendix).

A noteworthy case is the Port of Hamburg,
where the implementation of IoT and 5G networks
enabled the management of a 30%–40% increase
in data traffic during peak hours. In this scenario,
devices such as cranes, material quality sensors, and
real-time monitoring cameras intensify their activity
to meet operational demands. This case reinforces
the need to design 5G networks with sufficient
capacity to handle such traffic surges and ensure
reliable performance, [14].

Considering this context, for a facility like
Rheinhafen-Dampfkraftwerk Karlsruhe, the 5G
private network should be planned with a base
capacity of at least 2 Gbps, scalable up to 3
Gbps. This would ensure reliable connectivity
during current peak loads and provide a robust
infrastructure capable of supporting future expansion
and the integration of additional connected devices,
see Table 2 (Appendix).

5 Frequency Bands and
Bandwidth

The 5G private network of the
Rheinhafen-Dampfkraftwerk Karlsruhe power
plant will be designed under the Stand-alone
Non-Public Network (SNPN) architecture and 5G
Stand-Alone (5G SA) technology. This approach
ensures an autonomous and secure infrastructure
capable of meeting the coverage, capacity, and
latency requirements of the critical operation power
plant and its adjacent port, which supplies coal
as fuel for the boilers. To maximize network
performance, two complementary frequency bands
have been selected: N78 (3.6 GHz) and 26.5 GHz
(millimeter-wave band), leveraging the specific
advantages and available bandwidth of each.

The N78 band, within the mid-band spectrum,
provides wide coverage and moderate capacity.
With a cell range of several kilometers and a
typical bandwidth between 100 and 200 MHz, this
band is essential to guarantee reliable connectivity
throughout the plant and port area. In addition
to supporting IoT sensors, SCADA systems, [15],

and HD cameras, the N78 band also serves as the
anchor band within the 5G Stand-Alone network.
This means that in scenarios where millimeter-wave
signals (such as 26.5 GHz) experience high path
loss due to obstacles like heavy machinery, metallic
structures, or electromagnetic interference from
electrical systems, the N78 band ensures continuous
and stable connectivity. In this range, uplink
traffic allows for the constant transmission of data
from sensors and cameras to the local core, while
downlink traffic supports real-time commands and
configuration delivery to actuators and control
systems. Its ability to penetrate obstacles makes it
an ideal option for covering large areas of the facility
with lower infrastructure requirements.

On the other hand, the 26.5 GHz band, within
the millimeter-wave frequency range, will be used
in critical areas where device density and capacity
demands are high. With bandwidths exceeding
1 GHz, this band offers multi-gigabit speeds and
ultra-low latency (below 1 ms). Its implementation
is ideal for real-time communication applications,
such as 4K cameras for monitoring the port and
high-supervision zones, as well as automated systems
such as port cranes and conveyor belts. In this
band, the uplink is crucial for high-resolution video
transmission and large data volumes toward the local
core, while the downlink ensures precise command
delivery to critical devices. Although coverage is
limited to 200–500 meters and more susceptible to
path loss due to obstructions, its integration with the
N78 band as an anchor ensures robust and reliable
connectivity at all times.

In terms of total bandwidth, the network design
should include at least 200 MHz in the N78 band
and 1 GHz in the 26.5 GHz band to support
both current applications and future expansions.
This ensures the network can handle traffic peaks
during high-activity periods—such as intensive
video surveillance operations—while maintaining
uninterrupted connectivity in areas with challenging
signal propagation. The implementation of network
slicing will further optimize the use of available
bandwidth, allowing segmentation between IoT
applications, high-resolution video services, and
real-time control systems.

6 Operational Costs
For the cost development and analysis, the TU
Dortmund – Communications Network Institute tool
was used, which provides the following results for
the 5G deployment in the millimeter-wave and N78
bands, see Figure 3 and Figure 4.
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Figure 3: Spectrum implementation costs in the 3.6
GHz band. Source: created by the authors.

Figure 4: Spectrum implementation costs in the 26.5
GHz (N78) band. Source: created by the authors.

A cost analysis between the N78 (3.7–3.8 GHz)
and 26.5 GHz bands for the private 5G network at
the Rheinhafen-Dampfkraftwerk Karlsruhe power
plant reveals significant differences in cost and
capacity, allowing their complementarity within the
proposed architecture to be identified, see Table 3
(Appendix).

The 26.5 GHz band presents a total cost of
€22,746.04 for a coverage area of 0.47941 km2,
with an assigned bandwidth of 800 MHz and a
duration of 15 years. This cost reflects the extreme
capacity offered by this band, particularly for critical
applications such as 4K cameras and automated
systems operating in high device-density zones,
where ultra-low latency and high throughput are
essential. Although its cost is higher, its superior
capacity and real-time communication support
justify the investment—especially in critical areas
such as the port.

Conversely, the N78 band has a total cost of
€15,382.30 for the same coverage area, with an
assigned bandwidth of 100 MHz and a duration of 10
years. This band is more economical, with a cost per
MHz-year of €1.54, compared to €1.89/MHz-year for

the 26.5 GHz band. Its better penetration through
obstacles such as heavy machinery and metallic
structures makes it ideal for general applications
such as IoT, SCADA systems, and HD cameras, in
addition to serving as an anchor band that ensures
reliable connectivity in electromagnetically complex
environments.

By combining both bands within this architecture,
an optimal solution for the private 5G network is
achieved: the N78 band covers general applications
and wide operational areas at a lower cost, while
the 26.5 GHz band provides extreme capacity and
supports high-traffic demands in critical zones. This
configuration maximizes network performance by
balancing cost and capacity, ensuring the necessary
connectivity for both current and future operational
needs of the facility, see Table 4 (Appendix).

7 Design Considerations
The radio dimensioning for the 5G private network
at the Rheinhafen-Dampfkraftwerk Karlsruhe power
plant, including the substation located in the lower
left section of the map, considers a total coverage
area of 0.47941 km2. This design requires one main
node to provide general coverage and additional
nodes for critical areas such as the port, storage
zones, and the substation.

For the N78 band, a centralized macro node is
needed to provide wide coverage across the entire
facility, including the substation and general areas.
For the 26.5 GHz band, four micro nodes are
strategically positioned to serve critical zones with
high device density and capacity requirements.

The Equivalent Isotropically Radiated Power
(EIRP) and antenna configurations are designed to
maximize both coverage and capacity, ensuring signal
levels of –95 dBm for N78 and –75 dBm for 26.5 GHz,
which are suitable for IoT, SCADA, and 4K camera
monitoring applications, see Table 5 (Appendix), and
the following subsections.

7.1 Location and Configuration
The design of the private 5G network for the
Rheinhafen-Dampfkraftwerk Karlsruhe power plant
includes one macro node in the N78 band (3.6
GHz) and four micro nodes in the mmWave
band (26.5 GHz). These nodes have been
strategically distributed within the plant area and
its surroundings, considering the coverage, capacity
requirements, and environmental characteristics.

7.2 Node 1: Macro Node (N78,
3.6 GHz)

Location: This node will be installed at the center of
the plant, near the main power generation facilities.
A recommended location is near the main building
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identified on the map close to the plant marker. This
allows omnidirectional coverage throughout the entire
area.

Configuration:
• Height: 20–30 m, installed on an elevated

structure or tower.
• Antenna type: Omnidirectional, to maximize

horizontal coverage.
• Tilt: 0°–5°, optimizing propagation to reach

both open and indoor areas.
• Main function: Provide connectivity for IoT

sensors, SCADA systems, and HD cameras
distributed throughout the plant, as well as serve
as the anchor band to ensure network stability.

7.3 Node 2: Micro Node
(mmWave, 26.5 GHz)

Location: It will be placed in the northern area, near
the port where coal shipments arrive. This node will
be responsible for covering the port cranes and the
loading and unloading areas.

Configuration:
• Height: 10–15 m, to ensure line-of-sight (LoS)

with the cranes.
• Antenna type: Directional, oriented toward

the port and operational zones.
• Tilt: 10°–15°, ensuring the signal is focused on

the target equipment.
• Main function: Provide connectivity for 4K

cameras and critical devices supervising loading
operations.

7.4 Node 3: Micro Node
(mmWave, 26.5 GHz)

Location: This node will be located in the eastern
part of the plant, near the storage and logistics areas.
It is a strategic location to monitor and manage the
material flow.

Configuration:
• Height: 10–15 m, with line-of-sight to cameras

and devices in the area.
• Antenna type: Directional, oriented toward

the storage zones.
• Tilt: 10°–15°, focusing the signal on

high-activity points.
• Main function: Ensure real-time connectivity

for cameras and monitoring systems in the
logistics area.

7.5 Node 4: Micro Node
(mmWave, 26.5 GHz)

Location: This node will be installed in the
substation, located in the lower-left part of the map,
near the critical electrical infrastructure. This area
requires reliable connectivity for remote monitoring
and supervision of power systems.

Configuration:

• Height: 10–20 m, installed on a tower or
structure near the substation.

• Antenna type: Directional, oriented toward
the transformers and main equipment.

• Tilt: 10°–15°, ensuring focused coverage on
critical points.

• Main function: Support for SCADA systems
and environmental monitoring in the substation.

7.6 Node 5: Micro Node
(mmWave, 26.5 GHz)

Location: This node will be located in the southern
area of the plant, covering open outdoor zones where
cameras and devices monitor the surroundings.

Configuration:

• Height: 10–15 m, installed on an elevated
structure close to the ground.

• Antenna type: Directional, oriented toward
the outdoor areas.

• Tilt: 10°–15°, to ensure wide-area coverage.

• Main function: Support for cameras and
sensors in the open southern zones.

8 Link Budget
To determine the received power at the receiver
(PRX), [7], and ensure that the signal levels meet the
required capacity conditions, the following equation
is used (equation (17)):

PRX = PEIRP −Lpropagation+GRX −LcablesRX (17)

Where:

• PEIRP : Equivalent Isotropically Radiated
Power, calculated as (equation (18)):

PEIRP = PT X + GT X − LcablesT X (18)

• Lpropagation: Propagation losses according to
the Okumura-Hata model (equation (19)):

Lpropagation = 69.55 + 26.16 log10(f)
− 13.82 log10(hb) − A(hm)

+ (44.9 − 6.55 log10(hb)) log10(d)
(19)

• GRX : Receiver antenna gain.

• LcablesRX : Losses in the receiver cables
(typically 0).
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Calculation Example:
For a node operating in the N78 band (3.6 GHz),
with:

• PT X = 43 dBm,

• GT X = 17.5 dB,

• LcablesT X = 4.5 dB,

the following is obtained (equation (20)):

PEIRP = 43 + 17.5 − 4.5 = 56 dBm (20)

Using:

• d = 0.5 km,

• hb = 20 m,

• hm = 1.5 m,

• f = 3600 MHz,

the propagation loss is calculated as (equation (21)):

Lpropagation = 69.55 + 26.16 log10(3600)
− 13.82 log10(20) − A(1.5)

+ (44.9 − 6.55 log10(20)) log10(0.5)
(21)

The result can be used to validate the received
signal level (PRX). In this way, the cost estimates
obtained from the TU Dortmund Campusnetzplaner
tool were validated against commercial deployment
data from similar industrial 5G projects, showing
less than 15% variation. This confirmation ensures
the practical relevance of our economic analysis for
real-world implementation planning.

9 Modulation and Coding
Scheme (MCS)

The channel capacity is directly related to the
modulation and coding scheme (MCS) used. In
the N78 band, with 4x4 MIMO and 16-QAM, the
spectral efficiency is approximately 4 bits/s/Hz. If
the assigned bandwidth is 100 MHz, the theoretical
maximum capacity is (equation (22)):

C = B · η = 100 · 4 = 400 Mbps (22)

In the 26 GHz band, 64-QAM can be employed,
which increases the spectral efficiency to 6 bits/s/Hz.
For a bandwidth of 800 MHz (equation (23)):

C = 800 · 6 = 4800 Mbps (23)

This demonstrates how advanced modulation
techniques allow the available bandwidth to be
exploited in order to maximize channel capacity.

10 TDD (Time Division
Duplex) Configuration

In the 26 GHz band, a TDD pattern with a UL/DL
ratio of 3:7 is adopted, optimizing capacity for
downlink traffic. This means that out of every 10
time slots:

• 7 are dedicated to downlink (DL).
• 3 are dedicated to uplink (UL).

The guard time between UL and DL is configured
with 2 symbols to minimize interference between
links.

11 Node and Antenna Design
Antenna Configuration:

• Height: Antennas in the N78 band will be
placed at 20–30 m to maximize coverage across
the plant. Antennas in the 26 GHz band will be
positioned at 10–15 m with a directional focus.

• Remote Electrical Tilt (RET): Adjustable
tilt will be used, initially set at 10° for micro
nodes located in the port and storage areas.

Node Configuration:
• Macro nodes in N78 with omnidirectional

coverage.
• Small cells in 26 GHz with directional

beamforming.

12 Receiver Sensitivity
Receiver sensitivity is the minimum signal level that
a receiver can detect in order to operate correctly.
It is a critical parameter for network dimensioning,
defining distances between nodes, and ensuring that
signal levels are sufficient to meet Quality of Service
(QoS) requirements.

12.1 Receiver Sensitivity Equation
(equation (24))

Receiver Sensitivity (dBm) = Noise figure (dB)
+ Thermal noise (dBm) + SINR (dB) (24)

Equation Terms:
• Noise figure (dB): Represents the additional

losses in the receiver caused by noise generated
from electronic components.

– For base stations (gNB): 5 dB.
– For IoT devices or cameras (UE): 7–9 dB.

• Thermal noise (dBm): The thermal noise
generated in any system due to electron motion.
It is given by (equation (25)):

Thermal noise (dBm) = −174
+ 10 log10(bandwidth (Hz)) (25)

Where −174 dBm represents the reference
thermal noise in a 1 Hz bandwidth.
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• SINR (dB): The
Signal-to-Interference-plus-Noise Ratio required
to correctly demodulate the signal. It depends
on the Modulation and Coding Scheme (MCS):

– QPSK: 3–6 dB.
– 16-QAM: 10–14 dB.
– 64-QAM: 18–22 dB.

Calculation Example: Sensitivity in
the N78 Band
For a bandwidth of B = 100 MHz, a noise figure of 5
dB, and a modulation scheme of 16-QAM (SINR =
10 dB):

Thermal Noise Calculation (equation
(26)):

Thermal noise (dBm) = −174
+ 10 log10(100 · 106) dBm
= −174 + 80 dBm
= −94 dBm

(26)

Receiver Sensitivity Calculation
(equation (27)):

Receiver Sensitivity (dBm) = 5 + (−94)
+ 10 dBm
= −79 dBm

(27)

This indicates that the receiver must detect a
minimum signal of −79 dBm to operate correctly.

Application in the Private 5G
Network

• Coverage range of each node: If the received
signal level is below the sensitivity threshold, the
link will not be reliable.

• Link budget planning: To ensure that the
received power level (PRX) is greater than or
equal to the calculated sensitivity (equation
(28)):

PRX ≥ Receiver Sensitivity (dBm) (28)

• Node and antenna design: Adjust PEIRP ,
antenna gains, and node locations to meet the
required sensitivity.

13 Bandwidth and Resource
Block Analysis

Definition of a Resource Block (RB): An RB
is the minimum allocatable resource unit in the
frequency domain in 5G NR. It consists of 12
consecutive subcarriers, whose spacing depends on
the network configuration, known as the Subcarrier
Spacing (SCS). The total bandwidth of an RB is given
by (equation 29):

RB Width (Hz) = 12 · SCS (Hz) (29)
For example:

• For SCS = 15 kHz, the RB occupies 12·15 = 180
kHz.

• For SCS = 30 kHz, the RB occupies 12·30 = 360
kHz.

Maximum Number of Resource Blocks
(NRB): The number of RBs depends on the channel
bandwidth and the configured SCS. According to the
standard table:

• For W = 100 MHz in the N78 band (SCS = 30
kHz): NRB = 273 RBs.

• For W = 800 MHz in the 26 GHz band (SCS =
60 kHz): NRB = 3168 RBs.

Capacity per Resource Block (CRB): The
capacity of an RB depends on the modulation and
coding scheme (MCS). For a 64-QAM modulation
scheme (6 bits/symbol) and an SCS of 30 kHz, the
capacity is calculated as (equation (30)):

CRB = SCS (Hz) · bits/subcarrier
· number of subcarriers (30)

For SCS = 30 kHz (equation (31)):

CRB = 30 kHz · 6 · 12 = 2160 bps/RB (31)

If we consider NRB = 273, the total link capacity
is (equation 32):

Ctotal = CRB · NRB
= 2160 bps/RB · 273
= 589, 680 bps
≈ 590 Mbps

(32)

This calculation demonstrates how the number
of RBs and the modulation scheme directly affect
capacity.

Guard Bands and Active Transmission: In
5G NR, part of the total bandwidth is reserved
as a guard band to prevent interference. Only
RBs within the active band can be assigned to
User Equipment (UE). This means that the effective
available bandwidth is smaller than the total channel
bandwidth.

Applications in Network Design:
• N78 Band: Using W = 100 MHz and SCS = 30

kHz, up to 273 RBs can be allocated. These are
used to support SCADA devices, IoT sensors,
and HD cameras distributed throughout the
plant.

• 26 GHz Band: Using W = 800 MHz and
SCS = 60 kHz, up to 3168 RBs are available,
ideal for high-traffic-density applications such as
4K cameras and critical systems.
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14 OFDM Numerology in 5G
NR

The OFDM numerology in 5G NR defines the
subcarrier spacing (SCS), [16], which affects slot
duration, the number of OFDM symbols per slot,
and the network’s ability to handle high transmission
speeds and mobility.

14.1 Subcarrier Spacing (SCS)
The SCS (∆f) is a key parameter in the numerology
and is calculated as (equation (33)):

∆f = 2µ · 15 kHz, (33)
where µ is an index defining the subcarrier

spacing. For example:

• For µ = 0: ∆f = 15 kHz.
• For µ = 2: ∆f = 60 kHz.

14.2 Slot Duration and Symbols
The number of slots in a subframe (1 ms) and the
duration of each slot depend on the configured SCS:

• For ∆f = 15 kHz: Each slot lasts 1 ms and
contains 14 OFDM symbols.

• For ∆f = 60 kHz: Each slot lasts 250 µs and
also contains 14 symbols.

This directly affects transmission delay and the
network’s ability to handle real-time traffic:

• With ∆f = 60 kHz, there are 4 slots per
millisecond, improving temporal granularity for
critical services such as 4K cameras.

14.3 Doppler Effect
The Doppler effect is calculated as (equation (34)):

fD = v · fc

c
, (34)

where:

• v: Relative velocity between transmitter and
receiver (m/s).

• fc: Carrier frequency (Hz).
• c: Speed of light (3 · 108 m/s).

For example:

• For the N78 band (fc = 3.6 GHz) and a
mobile device moving at v = 10 m/s (36 km/h)
(equation (35)):

fD = 10 · 3.6 · 109

3 · 108 = 120 Hz. (35)

• In the 26 GHz band (fc = 26 GHz), for the same
speed (equation (36)):

fD = 10 · 26 · 109

3 · 108 = 866.67 Hz. (36)

This increase in the Doppler effect in mmWave
bands requires a larger SCS to avoid synchronization
errors.

N78 Band (3.6 GHz):
• Suggested spacing: ∆f = 15 kHz, ideal for static

devices and IoT traffic.
• Lower susceptibility to Doppler effect (fD =

120 Hz).
26 GHz Band:

• Suggested spacing: ∆f = 60 kHz, necessary to
reduce synchronization errors caused by fD =
866.67 Hz.

• Higher slot granularity for critical services.

15 TDD Pattern in 5G NR
The TDD (Time Division Duplexing), [17], pattern in
5G NR is fundamental for designing and optimizing
private 5G networks, as it defines how time slots are
distributed between downlink (DL) and uplink (UL).
This pattern directly impacts network performance
and capacity, especially in applications where uplink
and downlink traffic demands are not symmetrical.

TDD Structure
In 5G NR, the TDD pattern divides slots into three
main categories:

• DL (Downlink): Slots exclusively dedicated
to transmissions from the base station to the
device.

• UL (Uplink): Slots exclusively dedicated
to transmissions from the device to the base
station.

• Flex (F): Slots that can be dynamically
configured as DL or UL, depending on traffic
requirements.

Additionally, guard periods are included between
DL and UL transitions to prevent interference
between links.

TDD Pattern Selection
Depending on the network applications and traffic, a
fixed TDD pattern with a specific DL/UL ratio can
be selected. For example:

• For applications such as 4K cameras generating
heavy DL traffic, a DL/UL ratio of 7:3 (70% DL,
30% UL) is recommended.

• For IoT or SCADA networks, where UL traffic is
more significant (sensor uplink data), a balanced
5:5 pattern can be used.

Configuration Example
For a network in the N78 band (3.6 GHz) with
SCS = 30 kHz:

• Each subframe (1 ms) has 2 slots.
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• If a 7:3 pattern is selected, out of 20 slots in a
10 ms frame:

– 14 slots will be DL.

– 6 slots will be UL.

• This allocates more resources to downlink
traffic, suitable for real-time video or large data
downloads.

In the 26 GHz (mmWave) band, with SCS
= 60 kHz:

• Each subframe (1 ms) has 4 slots.

• A 7:3 pattern would result in:

– 28 DL slots.

– 12 UL slots.

• This is critical for applications such as
monitoring cameras in the port or substation,
where downlink traffic is prioritized.

Guard Time Considerations
The guard time (TG) depends on the cell radius
and the time required for the signal to travel the
maximum distance between transmitter and receiver.
It is calculated as (equation (37)):

TG = 2 · R

c
, (37)

where:

• R: Cell radius (m).

• c: Speed of light (3 · 108 m/s).

For example, for a cell with a radius of 500 m
(equation (38)):

TG = 2 · 500
3 · 108 = 3.33 µs. (38)

This time must be included in slot design to
prevent interference.

Practical Applications
TDD Pattern for the Plant:

• 4K Cameras: DL/UL ratio of 7:3 to prioritize
downlink traffic to the core.

• IoT/SCADA Sensors: Balanced 5:5 pattern
to efficiently handle uplink and downlink data.

• Flexibility: “Flex” slots can be used in cases
of variable traffic, dynamically adapting to the
plant’s needs.

Optimization: In the mmWave band, the
additional granularity provided by SCS = 60 kHz
allows finer adjustment of DL and UL timing,
improving performance in high device density
scenarios.

16 Conclusions
This study presented the design and technical
evaluation of a 5G Stand-Alone (SA)
private network based on the Standalone
Non-Public Network (SNPN) architecture for the
Rheinhafen-Dampfkraftwerk Karlsruhe power plant.
Through detailed radio planning and system-level
analysis, the proposed configuration effectively meets
the requirements of coverage, capacity, and low
latency demanded by critical industrial operations.

The integration of the N78 (3.6 GHz) and
26.5 GHz frequency bands ensures both wide
coverage and high-capacity communication. The N78
band, operating with macro cells, provides robust
connectivity for SCADA systems, IoT devices,
and HD monitoring cameras, while the 26.5 GHz
band, implemented through micro cells, delivers
multi-gigabit throughput and ultra-low latency for
high-density and time-sensitive applications such
as 4K video surveillance and automated port systems.

The link budget and receiver sensitivity analyses
validate that the network design achieves adequate
signal levels, maintaining received powers above
the required thresholds for reliable operation. The
use of advanced modulation and coding schemes
(16-QAM and 64-QAM), [18], combined with an
optimized TDD configuration (7:3 DL/UL ratio),
allows efficient use of spectrum resources, supporting
both uplink and downlink traffic asymmetries, [19].

Furthermore, the OFDM numerology and
resource block analysis demonstrate that the chosen
subcarrier spacing (30 kHz for N78 and 60 kHz for 26
GHz) optimally balances Doppler resilience, latency,
and throughput. These results confirm that the
network can sustain demanding industrial scenarios
with minimal interference and high temporal
precision.

16.1 Future Research Directions
Future work will explore dynamic resource allocation
using machine learning algorithms, integration with
edge computing for latency-sensitive applications,
and validation through real-world pilot deployments.
Additional studies could investigate the integration
of AI-based anomaly detection directly within
the 5G core network and the implementation of
quantum-resistant security protocols for long-term
infrastructure protection.

In conclusion, the proposed private 5G
architecture provides a scalable, secure, and
high-performance communication framework for
the Rheinhafen-Dampfkraftwerk Karlsruhe power
plant. Its design approach can be adapted to similar
industrial facilities, ensuring reliable operation,
flexibility for future expansion, and readiness for
the integration of emerging Industry 4.0 technologies.
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Table 1: Summary of Components for Capacity Analysis. Source: created by the authors.

Device Type BW (Mbps) Qty Total (Mbps)
IoT Sensors 0.1 530 53
SCADA Systems 1 50 50
Actuators 0.5 200 100
HD Cameras 4 70 280
4K Cameras 20 20 400
Access Control 1 20 20
Automated Gates 1 10 10
Workstations 10 20 200
Drones/Robots 5 5 25
Transformers 5 10 50
Circuit Breakers 1 20 20
Static Compensators 2 5 10
Protection Relays 0.5 50 25
Port Cranes 5 2 10
Conveyor Belts 3 10 30
Coal Quality Sensors 10 5 50
Port Cameras 5 20 100
Coal Sensors 0.1 30 3

Table 2: Summary of the N78 (3.6 GHz) and mmWave (26.5 GHz) bands for the private 5G network. Source:
created by the authors.

Parameter N78 Band (3.6 GHz) mmWave Band (26.5 GHz)
Selected
frequency

3.6 GHz 26.5 GHz

Usage type Anchor band for wide coverage
and reliable connectivity

High-capacity band for critical areas
and high-traffic zones

Coverage Wide (several kilometres per
cell)

Limited (200–500 m per cell)

Capacity Moderate (100–200 MHz
bandwidth)

Very high (1 GHz bandwidth)

Latency Low (∼10 ms) Ultra-low (∼1 ms)
Main advantage Good penetration through

machinery and metallic
structures

Supports real-time communications
with a high density of devices

Applications Distributed IoT sensors,
SCADA systems, and
HD cameras for general
monitoring

4K cameras in critical areas, port
cranes, conveyor belts, and real-time
control of automated systems

Uplink traffic Data transmission from
sensors and cameras to the
local core

High-resolution video and large data
volumes from critical sensors and
cameras

Downlink traffic Command delivery to
actuators and remote control
systems

Fast response for machinery and
critical systems control

Resilience Acts as a fallback band in
case of signal loss at higher
frequencies due to path loss

More sensitive to obstacles but offers
high capacity in areas with good
line-of-sight

Infrastructure
requirements

Lower base station density due
to wide coverage

Higher base station density required
due to limited coverage

Appendix
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Table 3: Comparison between the configurations of the 26.5 GHz and 3.7–3.8 GHz bands Source: created by the
authors.

Parameter 26.5 GHz 3.7–3.8 GHz
Frequency range [GHz] 26.5 3.7–3.8
Area [km2] 0.47941 0.47941
Bandwidth [MHz] 800 100
Block size [MHz] 200 10
Licence duration [years] 15 10
Proportion of settlement and traffic area [%] 100 99.2
Percentage of other areas [%] 0 0.8

Table 4: Comparison with Existing Industrial 5G Solutions. Source: created by the authors.

Solution Coverage Peak Capacity Latency
Proposed Design 0.48 km2 2 Gbps ¡5 ms
Huawei 5G Smart
Factory

0.35 km2 1.5 Gbps ¡10 ms

Ericsson Private
5G

0.40 km2 1.8 Gbps ¡8 ms

Nokia Industrial
Campus

0.45 km2 1.2 Gbps ¡15 ms

Table 5: Summary of radio dimensioning for the N78 (3.6 GHz) and 26.5 GHz bands. Source: created by the
authors.

Parameter N78 (3.6 GHz) 26.5 GHz
Number of Nodes 1 Macro Node 4 Micro Nodes (Small Cells)
EIRP per Node 46 dBm 40–43 dBm

Node Type Macro Micro
Antenna Type Omnidirectional Directional

Antenna Height (m) 20–30 10–20
Antenna Tilt (°) 0–5 10–15

Azimuth Not applicable (Omnidirectional) Adjusted to critical zones
Node Location Center of the main area Port, storage areas, substation, south

Signal Level (dBm) –95 –75
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