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Abstract: - Industrial cybersecurity analysis often relies on textual incident descriptions that vary widely in 
structure, terminology, and level of technical detail. In practical manufacturing environments, the manual 
interpretation of such problem narratives by domain experts becomes increasingly difficult to sustain as system 
complexity and data volume grow in Cyber-Physical Systems (CPS). To address this issue, this study examines 
the use of a deep-learning-based framework, referred to as Deep-Learning-Based Use-Case Recommendation 
(DLUR), for mapping unstructured industrial problem descriptions to relevant analytical use-cases. The 
framework combines Doc2Vec-based document representations with Bidirectional Long Short-Term Memory 
(BiLSTM) models to capture contextual semantic information beyond keyword-level similarity. The resulting 
representations are further associated with a CPS-oriented hierarchical knowledge structure, enabling 
recommendations to be interpreted in relation to physical assets and security contexts. Experimental evaluation 
was conducted using a dataset of 3,548 industrial technical documents. The results indicate that DLUR provides 
more stable recommendation performance than conventional Support Vector Machine and Random Forest 
baselines under the examined conditions. These observations suggest that the proposed approach can support 
analysts during the early stages of cybersecurity assessment, particularly when prior domain experience is limited. 
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1 Introduction 
With the increasing deployment of connected 
sensors, networked controllers, and data-driven 
monitoring systems in modern manufacturing 
environments, cybersecurity-related data analytics 
have become an integral part of daily industrial 
operations. Modern manufacturing systems generate 
large volumes of heterogeneous data while 
simultaneously facing increasing cybersecurity 
threats [1], [2], [3], [4].  Machine learning and deep 
learning techniques have been widely applied in 
analytics and security-related tasks; however, 
determining which analytical methods and security 
strategies are appropriate for a given industrial 
problem still relies heavily on domain expertise [5], 
[6]. 

In practice, industrial practitioners frequently 
describe problems using natural language rather than 
formal models. Bridging the gap between raw textual 
reports and actionable cybersecurity frameworks 
represents a complex task in technical translation. 
While use-cases provide an essential medium for 
mapping localized issues to reusable analytical 

templates, their manual identification remains 
inefficient. This human-centric approach is often 
bottlenecked by subjective interpretation and 
excessive processing time, necessitating a more 
automated, systematic alternative. 

To reduce the dependence on manual expert 
judgment in this process, this study develops an 
automated use-case recommendation framework, 
referred to as DLUR, which leverages deep learning 
and natural language processing techniques. The 
primary contributions of this study are summarized 
as follows: (1) formulation of the use-case 
recommendation problem for industrial data 
analytics in cybersecurity; (2) development of a 
deep-learning-based recommendation framework 
using Doc2Vec, Long Short-Term Memory (LSTM) 
and Bidirectional LSTM (BiLSTM); (3) integration 
of a knowledge organization mechanism with a 
cyber-physical system (CPS); and (4) experimental 
validation demonstrating the effectiveness of the 
proposed approach. 
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2 Problem Formulation 
2.1 Background and Motivation 
In industrial cybersecurity practice, analysts are often 
required to interpret a wide range of textual materials, 
including equipment logs, maintenance records, and 
incident descriptions that differ substantially in 
structure and terminology. As industrial systems 
expand in scale and interconnection, identifying 
analytical strategies that are both technically relevant 
and operationally feasible becomes increasingly 
difficult when such information is processed 
manually [7], [8], [9]. 

A major source of this difficulty lies in the 
heterogeneous and unstructured nature of problem 
narratives, where relevant technical cues may be 
expressed using inconsistent or domain-specific 
language. In many cases, these characteristics limit 
the effectiveness of rule-based or keyword-driven 
automation. Consequently, there is a practical need 
for learning-based approaches that can associate 
unstructured textual descriptions with established 
industrial use-cases in a more systematic manner. 

In this study, we assume that industrial problem 
descriptions contain implicit semantic information 
related to operational conditions and data 
characteristics, which can be exploited by learning-
based models to infer appropriate use-cases based on 
historical document–label relationships. 
 
2.2 Use-Case Recommendation 
To establish a rigorous basis for the recommendation 
task, we define a document corpus 

𝐷 = {𝑑1, 𝑑2, … , 𝑑𝑁} 
where each element di represents a discrete textual 
narrative of an industrial anomaly or operational 
requirement. These documents are associated with a 
predefined set of use-cases [10], [11]: 

𝑈 = {𝑢1, 𝑢2, … , 𝑢𝑀}, 
encompassing specific analytical methodologies and 
cybersecurity protocols. Given a stochastic query q—
provided by a user in natural language—the objective 
is to identify an optimal subset. 

𝑈𝑞 ⊆ 𝑈 
that maximizes the semantic alignment with the 
operational context of q. This process is modeled via 
a mapping function: 

𝑓: 𝑞 → 𝑈𝑞, 
which is optimized through historical document-to-
use-case associations. 
 
2.3 Semantic Mapping 
A primary challenge in this formulation is the 
inherent incommensurability of raw textual data for 
direct algebraic comparison. Consequently, it is 

necessary to project both the query q and the corpus 
di into a continuous, high-dimensional latent 
semantic space [12], [13], [14]. 
 

 𝐿𝑒𝑡 𝑉𝑞 ∈ 𝑅𝐾𝑎𝑛𝑑 𝑉𝑑𝑖 ∈ 𝑅𝑘 

denote the k-dimensional vector representations of 
the query and document , respectively. In this 
transformed space, similarity is no longer restricted 
to surface-level lexical matching but is derived from 
deeper semantic proximity.  

The framework must therefore learn a 
representation that encapsulates multifaceted domain 
nuances, including equipment functional states, 
telemetry characteristics, and threat vectors. 

 
2.4 Classification-Oriented Formulation 
From a machine learning perspective, we 
conceptualize the recommendation problem as a 
multi-label classification task [15]. Given an input 
vector vq, the model estimates the probability 
distribution: 

𝑃(𝑢𝑗 ∣ 𝑞),  𝑢𝑗 ∈ 𝑈, 

This distribution signifies the relative relevance of 
each use-case to the identified problem. 

The final set of recommended solutions is 
determined by an ordinal ranking of these 
probabilities, selecting the top-K candidates: 

𝑢𝑞 = 𝑎𝑟𝑔 𝑚𝑎𝑥
𝑢𝑗∈𝑢

 𝑃( 𝑢𝑗 ∣ 𝑞). 

This formulation enables scalable inference and 
supports automated decision-making in industrial 
data analytics and cybersecurity applications [16]. 
 
2.5 Problem Characteristics and Challenges 
The execution of this recommendation framework is 
impeded by several intrinsic challenges: 
1. Unstructured and heterogeneous input: Problem 

descriptions vary in length, vocabulary, and 
abstraction level. 

2. Domain-specific semantics: Industrial and 
cybersecurity terminology is highly contextual 
and equipment-dependent. 

3. Limited labeled data: High-quality document–
use-case associations are costly to obtain. 

4. Interpretability requirements: Recommended 
use-cases must be understandable and justifiable 
to practitioners. 

These characteristics motivate the adoption of 
deep learning models capable of capturing long-term 
dependencies and semantic structures in textual data. 
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3 Problem Solution 
3.1 Overall Framework Architecture 
To operationalize the problem formulation 
established in Section 2, this study proposes a deep-
learning-based framework that systematically 
transforms unstructured industrial problem 
descriptions into actionable use-case 
recommendations. The overall architecture of the 
proposed DLUR framework is illustrated 
conceptually in Figure 1 and consists of four major 
functional layers: data acquisition, text 
representation, deep learning inference, and use-case 
recommendation. 

 

 
Fig. 1. Overall architecture of the proposed DLUR 
framework integrating industrial data analytics and 
cybersecurity under a CPS paradigm. 
Source: Created by the authors. 

 
At the data acquisition layer, industrial documents 

and user-provided problem descriptions are collected 
from heterogeneous sources, including technical 
reports, academic literature, and operational logs. 
These textual inputs serve as the foundation for 
subsequent semantic analysis. 

The text representation layer is responsible for 
converting raw textual data into numerical vector 
representations. By embedding problem descriptions 
and historical documents into a shared latent space, 
semantic relationships among industrial concepts can 
be preserved and exploited. 

The deep learning inference layer learns the 
mapping between text representations and predefined 
use-case categories. In this layer, sequential 
information from problem descriptions is modeled to 
preserve contextual relationships across sentences, 
which is particularly relevant when industrial 
incidents involve multiple interacting components or 
processes. 

The final recommendation stage produces an 
ordered list of candidate use-cases based on their 
estimated relevance, allowing users to review and 
compare alternative analytical options rather than 
relying on a single automated decision. From an 
implementation perspective, the framework is 

organized into distinct processing stages so that 
changes in data representation or application scope 
can be accommodated without retraining the entire 
system. 

 
Fig. 2. Workflow of the proposed DLUR method. 
Source: Created by the authors. 

 
3.2 Overall Workflow 
The overall workflow of the proposed use-case 
recommendation process is further illustrated in 
Figure 2, highlighting the sequential interactions 
among text preprocessing, deep learning inference, 
CPS-oriented knowledge integration, and use-case 
ranking. 

 
3.3 Text Preprocessing and Representation 
Doc2Vec is adopted in this work to obtain fixed-
length representations for problem descriptions of 
varying length, while avoiding excessive vocabulary 
engineering commonly required by keyword-based 
methods. Before model inference, textual data are 
preprocessed to enhance representation quality and 
reduce noise. The preprocessing steps include 
tokenization, stop-word removal, normalization, and 
lemmatization. Domain-specific terms related to 
industrial equipment, operational states, and 
cybersecurity events are preserved to maintain 
semantic fidelity. 

To represent textual inputs in a continuous 
semantic space, this study adopts the Doc2Vec 
model, which extends word embedding techniques to 
paragraph-level representations. Compared with 
traditional bag-of-words and TF–IDF approaches, 
Doc2Vec effectively captures contextual and 
semantic relationships within long and complex 
industrial documents [17]. 

Each problem description and document is mapped 
to a fixed-length vector, enabling consistent input to 
deep learning models. This representation serves as 
the basis for downstream learning and inference 
tasks. 

 
 

WSEAS TRANSACTIONS on COMPUTERS 
DOI: 10.37394/23205.2025.24.34 Ray-I Chang, Dong-Ming Hsieh, Wel-Jie Liao

E-ISSN: 2224-2872 319 Volume 24, 2025



 
3.4 Deep Learning Inference Models 
To decode the intricate sequential dependencies 
within technical narratives, the framework utilizes 
BiLSTM networks [18], [19], [20]. In this work, 
bidirectional sequence modeling is used to 
incorporate information from both preceding and 
subsequent textual context, which is useful when 
relationships between operational events are 
expressed across different parts of a problem 
description. This allows the model to associate early 
indications, such as equipment behavior changes, 
with later references to security-related outcomes 
within the same narrative. The resulting latent feature 
representation is then funneled into a classification 
layer to compute the relevance probabilities of 
candidate use-cases. 

The use of deep recurrent architectures allows the 
framework to generalize across diverse industrial 
domains and adapt to varying problem description 
styles. 
 
3.5 CPS-oriented Knowledge Integration 
To enhance interpretability and practical relevance, 
the proposed framework integrates a CPS-oriented 
knowledge organization mechanism [21]. In the 
proposed framework, industrial use-cases are 
organized with reference to CPS-related aspects such 
as equipment characteristics, data collection 
mechanisms, analytical processing, and security 
considerations, as illustrated in Figure 3. 

This organization allows the outputs of the 
learning models to be interpreted in relation to 
specific system components, rather than as 
standalone textual matches. As a result, 
recommended use-cases can be examined in terms of 
their applicability to particular equipment 
configurations and operational security settings 
encountered in practice. 

 

 
Fig. 3. CPS-oriented knowledge representation 
integrating industrial equipment and cybersecurity 
contexts for use-case recommendation. 

Source: Created by the authors. 

3.6 Use-Case Ranking and Recommendation 
Based on the output probability distribution 
generated by the deep learning models, candidate 
use-cases are ranked according to their relevance 
scores. The top-K use-cases are selected as 
recommendations and presented to the user. 

This ranking-based strategy supports flexible 
decision-making by allowing users to explore 
multiple solution alternatives. It also enables the 
framework to function as a decision-support system 
rather than a deterministic classifier, which is 
particularly suitable for complex industrial 
environments [22]. A ranking-based output is 
preferred over hard decision rules to allow 
practitioners to compare alternative solutions and 
incorporate domain judgment when deploying the 
recommended use-cases. 

 
 

4 Experimental Setup 
4.1 Dataset Description 
To evaluate the effectiveness of the proposed DLUR 
framework, experiments were conducted using a 
dataset composed of text-based industrial and 
technical documents related to data analytics in 
cybersecurity. The documents were collected from 
publicly available academic repositories and 
technical databases, including representative 
industrial case studies and scholarly publications. 

An overview of the dataset characteristics is 
summarized in Table 1. 

 
Table 1. Overview of the datasets used for training 

and evaluating the proposed DLUR framework. 
Source: Created by the authors. 

Category Description 
Data source Industrial problem descriptions collected 

from real-world industrial analytics and 
cybersecurity use-case documentation 

Data type Text-based descriptions of industrial 
operational issues, analytics 
requirements, and cybersecurity 
concerns 

Application 
domains 

Industrial data analytics, CPS, and 
industrial cybersecurity 

Number of 
samples 

3548 (total number of problem 
descriptions) 

Data split 
strategy 

k-fold cross-validation 

Preprocessing 
steps 

Text cleaning, tokenization, stop-word 
removal, and semantic embedding 

Output labels Recommended industrial use-cases 
 

Each document in the dataset is associated with 
one or more predefined use-cases, representing 
analytical methods, cybersecurity strategies, or their 
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combinations. These use cases serve as ground-truth 
labels for supervised learning and performance 
evaluation. The dataset spans multiple industrial 
domains, enabling a comprehensive assessment of 
the proposed framework’s generalization capability 
across diverse application scenarios. 

To ensure robust and unbiased evaluation, k-fold 
cross-validation was adopted throughout the 
experimental process. The distribution of use-case 
categories was preserved across folds to mitigate the 
impact of class imbalance and to ensure consistent 
performance assessment across different data 
partitions. These problem descriptions were collected 
from historical industrial project reports and 
technical documentation, and minor inconsistencies 
in terminology were manually normalized during 
preprocessing. 

 
4.2 Data Preprocessing 
The preprocessing pipeline follows the standardized 
procedure detailed in Section 3.2 to maintain 
consistency across training and inference phases. 
Post-cleaning, the textual data is transformed into 
fixed-length, 100-dimensional vectors using the 
Doc2Vec model. This embedding strategy is pivotal 
as it allows the framework to digest variable-length 
incident reports while preserving the dense semantic 
features necessary for distinguishing between subtle 
cybersecurity threats. 

Based on the extracted vector representations, 
multiple deep learning and baseline models were 
implemented for performance comparison. An 
overview of the proposed model and baseline 
configurations is summarized in Table 2. 
 
Table 2. Summary of the proposed BiLSTM-based 
model and baseline methods used for performance 

comparison. 
Source: Created by the authors. 

Model Description 
TF-IDF + SVM Traditional text-based classification 

baseline 
Doc2Vec + RF Semantic embedding-based machine 

learning baseline 
LSTM Deep learning baseline 
BiLSTM Proposed DLUR model 

 
4.3 Model Training Configuration 
The LSTM- and BiLSTM-based models were trained 
in a supervised manner using labeled associations 
between problem descriptions and use-cases. During 
training, model parameters were updated to reduce 
the discrepancy between predicted outputs and 
observed labels, as measured by categorical cross-
entropy loss. 

In practice, the Adam optimizer was adopted 
because it provided stable training behavior across 
different experimental runs without extensive manual 
tuning. Given the limited size of available industrial 
datasets, an early stopping strategy based on 
validation loss was employed to prevent unnecessary 
training iterations once performance improvements 
became marginal. 

 
4.4 Evaluation Metrics 
Model performance was examined using a set of 
commonly used classification metrics to facilitate 
comparison with existing approaches in related 
studies. Accuracy, precision, recall, and F1-score 
were reported to reflect different aspects of 
recommendation quality [23]. 

Rather than focusing on metric definitions, these 
measures were used to compare how consistently the 
framework identifies relevant use-cases and how 
effectively it avoids irrelevant recommendations. For 
experiments involving multiple use-case categories, 
macro-averaged scores were computed to reduce the 
influence of uneven label distributions across classes. 
 
4.5 Baseline Models for Comparison 
To validate the effectiveness of the proposed deep 
learning approach, several baseline methods were 
implemented for comparison. These baselines 
include traditional machine learning classifiers and 
simpler neural network architectures that rely on the 
same input representations [24], [25], [26]. 

By comparing the proposed LSTM and BiLSTM 
models with these baselines under identical 
experimental settings, the contribution of deep 
sequential modeling to use-case recommendation 
performance can be systematically evaluated. 

 
4.6 Experimental Environment 
All experiments were conducted on a standard 
computing platform using widely adopted deep 
learning frameworks, ensuring reproducibility and 
extensibility. 
 
 
5 Experimental Results 
5.1 Overall Performance Comparison 
This section presents the experimental results of the 
proposed DLUR framework. The performance of the 
LSTM- and BiLSTM-based models was examined 
under the same experimental settings as the baseline 
approaches described in Section 4. A summary of the 
quantitative evaluation results is provided in Table 3. 

The comparison shows that learning-based models 
generally achieve higher accuracy and F1-scores than 
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the selected baseline methods, although the extent of 
improvement differs across use-case categories [27], 
[28], [29]. Among the evaluated architectures, the 
BiLSTM model yields the highest average 
performance on several metrics, particularly in 
scenarios where contextual information is distributed 
across different parts of the problem description. 

 
Table 3. Quantitative performance comparison of 
the proposed BiLSTM-based model and baseline 

methods using k-fold cross-validation. 
Source: Created by the authors. 

Method Precisio
n 

Recal
l 

F1-
score 

TF-IDF + SVM 0.71 0.68 0.69 
Doc2Vec + Random 
Forest 

0.76 0.74 0.75 

LSTM 0.83 0.81 0.82 
BiLSTM 0.88 0.86 0.87 

 
As illustrated in Figure 4, performance variations can 
be observed among different model configurations, 
indicating that certain types of industrial problems 
remain more difficult to characterize using textual 
information alone. 

 

 
Fig. 4. Performance comparison of deep learning-
based and traditional baseline methods for industrial 
use-case recommendation in terms of precision, 
recall, and F1-score. 
Source: Created by the authors. 
 
5.2 Effect of Deep Sequential Modeling 
A granular analysis reveals that the BiLSTM's 
success is rooted in its ability to leverage 
bidirectional contextual dependencies. Industrial 
reports often contain distal dependencies where the 
initial description of a physical anomaly (e.g., a 
pressure drop) is only contextualized by a later 
mention of a specific network protocol.  

While the standard LSTM captures forward-
moving sequences, the BiLSTM’s dual-processing 
layers allow it to synthesize these cues more 

holistically, resulting in a more discriminative feature 
representation. 

 
5.3 Impact of Text Representation Strategy 
The adoption of Doc2Vec proved to be a critical 
design choice. Traditional keyword-based methods 
like TF-IDF often fail to account for the synonymy 
and polysemy prevalent in engineering jargon.  

In contrast, Doc2Vec embeds entire problem 
descriptions into a continuous latent space, 
preserving the semantic "spirit" of the report rather 
than just its surface-level vocabulary. This provided 
a more stable and noise-resistant input for our deep 
learning inference layer. 
 
5.4 Comparison with Baseline Methods 

The SVM and Random Forest baselines show 
lower Recall values in this evaluation, particularly 
when problem descriptions are abstract or expressed 
using heterogeneous terminology. This pattern 
suggests that these models may have difficulty 
capturing relevant information in such cases. 

In comparison, the learning-based framework 
exhibits more consistent performance across 
different industrial scenarios, especially when 
problem descriptions involve multiple interacting 
operational factors. 
 
5.5 Discussion on Practical Applicability 
From a deployment perspective, the DLUR 
framework significantly mitigates the cognitive load 
placed on cybersecurity analysts. By providing a 
ranked list of relevant use-cases, the system functions 
as a robust decision-support engine, facilitating rapid 
intervention even for novice practitioners.  

Furthermore, the integration of the CPS-centric 
hierarchy ensures that the model’s "black-box" 
predictions are aligned with physical equipment 
states, enhancing both the interpretability and the 
operational feasibility of the recommendations. 

 
5.6 Limitations 
Despite its promising performance, the proposed 
framework has several limitations. First, the quality 
of recommendations is dependent on the availability 
and diversity of labeled industrial documents. 
Limited coverage of certain domains may affect 
generalization performance. 

Second, while deep learning models provide 
strong predictive capabilities, their internal decision-
making processes remain relatively opaque. 
Although a CPS-oriented organization partially 
mitigates this issue, further work on explainable AI 
techniques is necessary to enhance user trust. 
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6 Conclusion and Future work 
6.1 Conclusion 
This study establishes the DLUR framework as a 
viable computational bridge between unstructured 
industrial narratives and specialized cybersecurity 
solutions. By formalizing the recommendation task 
as a semantic mapping problem, we have 
successfully addressed the persistent gap between 
initial problem identification and the selection of 
operationally viable analytical patterns. The synergy 
between Doc2Vec embeddings and BiLSTM 
networks proved instrumental in decoding the 
bidirectional contextual dependencies that are often 
obscured in complex technical reports.  

Furthermore, the integration of a CPS-oriented 
knowledge hierarchy ensures that the model’s 
outputs are not merely statistical artifacts, but rather 
actionable guidance aligned with physical asset 
configurations. 
 
6.2 Implications for Industrial Applications 
From an operational standpoint, our framework 
introduces a systematic methodology for identifying 
cybersecurity strategies, effectively lowering the 
cognitive threshold for novice engineers and cross-
domain teams. By automating the interpretation of 
natural language descriptions, the proposed system 
facilitates rapid knowledge transfer within 
organizations undergoing digital transformation, 
thereby reducing the dependency on scarce human 
expertise. 
 
6.3 Limitations and Future Work 
Attaining high predictive accuracy does not imply 
that the framework is without its constraints. A 
primary bottleneck remains the dependency on the 
fidelity of the labeled corpus; any significant 
underrepresentation of niche industrial domains 
could potentially skew the model’s generalization 
capabilities. Additionally, the intrinsic "black-box" 
nature of deep learning inference layers presents an 
interpretability hurdle that must be resolved to secure 
full trust in safety-critical industrial settings. 

To circumvent these hurdles, our future research 
will pivot toward: 
1. Explainable AI (XAI) Integration: Developing 

transparency layers to elucidate the causal logic 
behind each recommendation. 

2. Hybrid Knowledge Modeling: Melding deep 
learning with knowledge graphs or causal 

reasoning to enhance precision in non-linear CPS 
scenarios. 

3. Cross-Domain Data Augmentation: Leveraging 
larger, more heterogeneous datasets to strengthen 
the model’s robustness against domain shift. 

 
6.5 Final Remarks 
In summary, this research underscores that deep-
learning-driven semantic modeling is no longer a 
theoretical luxury but a practical necessity for 
modern industrial cybersecurity . By establishing a 
systematic pipeline from raw incident reports to 
structured use-case knowledge, the DLUR 
framework provides a robust and extensible 
foundation for supporting data-driven decision-
making in the increasingly complex landscape of 
modern CPS. 
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